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IT SPENDING MAY REACH $3.8 TRILLION THIS YEAR 

> According to the latest IT spending projections from Gartner, organizations 
will spend $3.8 trillion on IT this year. That represents a 4.1% increase over the 
$3.6 trillion total from 2012. This chart shows the projected totals for spending 
per category, with the percentages indicating growth compared to the previous 
year's spending, according to Gartner. 
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TECH OUTSOURCING 
IS ON THE RISE 

> Technology outsourcing has had 
its ups and downs over the past de- 
cade, but over the past three years it 
has become more common. Indeed, 
according to a recent survey of 100 
CFOs conducted by accounting and 
consulting firm BDO USA, tech out- 
sourcing will see record levels this 
year, with 63% planning to outsource 
beyond U.S. shores. 

Citing the combination of big 
data, mobile apps, cloud collabora- 
tion, and other technologies with a 
drive to remain competitive, Aftab 
Jamil, BDO USA partner, adds that 
many organizations "are working 
in tandem to grow their U.S. work- 
force to develop new and innovative 
products and solutions in the U.S. 
while outsourcing traditional 'back 
office' operations." 



NETWORK SPEED IS AN 
INCREASING CONCERN 
FOR SMARTPH0NE 
CUSTOMERS 

> While it may be true that smart- 
phone users tend to be loyal to their 
current wireless carrier, a new NPD 
Group report shows that consumers 
are increasingly willing to switch 
carriers if it means improved data 
transfer speeds. 

In Q4 2011, NPD Group found, 
25% of those customers planning to 
switch from one carrier to another 
cited network speed as a reason for 
making a change. In Q4 2012, by con- 
trast, that percentage had reached 
41%, which could correspond at least 
in part to the emergence of faster 
4G networks. 

"With more data-hungry applica- 
tions and content hitting smartphones, 
consumers need to make sure they 
have a network that's fast enough 
to enhance their experience, no mat- 
ter where they go," says Brad Akyuz, 
access practice director with NPD 
Connected Intelligence. 



GLOBAL PC SHIPMENTS 
DECLINE AS GROWTH 
IN THE CHINA MARKET 
SLOWS 

> As organizations and con- 
sumers mull whether to buy sys- 
tems running the new Windows 
8, research firm IDC has identi- 
fied that global PC shipments are 
likely to decline by 7.7% in Ql 2013 
compared to the same quarter last 
year. IDC cites "slower than expect- 
ed growth in China" for the first 
quarter as a negative influence. The 
research firm acknowledges a slow- 
down due to the Chinese New Year 
but concludes that a slight recovery 
in March will not offset the "weak 
February results." 

Loren Loverde, program vice 
president for Worldwide PC Track- 
ers with IDC, says an H2 2013 recov- 
ery is possible, but adds, "Even get- 
ting to positive growth in the second 
half of 2013 will take some attractive 
new PC designs and more competi- 
tive pricing relative to tablets and 
other products." 



GARTNER SURVEY ASKED 
IT DEPARTMENTS WHY 
FAILED PROJECTS DID 
NOT SUCCEED 

> A recent Gartner Research Circle 
survey asked Gartner clients about 
what went wrong when IT projects 
failed. Respondents were asked to 
point to technical skills, organization 
skills, or some combination thereof 
as the cause; interestingly, no one sin- 
gled out technical skills, indicating 
that non-technical capabilities are con- 
sidered important when it comes to 
successful project completion. Here 
are the complete results: 

59% Mostly Organizational Skills; 
Partly Technical Skills 

21% Technical Skills & 

Organizational Skills Equally 

19% Organizational Skills 

1% Mostly Technical Skills; Partly 
Organizational Skills 

0% Technical Skills 
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Other major findings from the PwC survey 
of technology CEOs: 

rj a (y o plan to change company strategy in the coming year, 
/ T: including focusing on customer growth, innovation, and 
new products and services to be better equipped to deal with 
challenges cause by regulations. 

*t o/ q cite growing the customer base as the top investment 
D jl priority for the next 12 months. 

q a o/ Q are enhancing their company's focus on 
Otc social media. 

rs r7o/ Q view new products or services as their company's 
O / main opportunity for growth. 



CEO SURVEY IDENTIFIES 
CONFIDENCE, CONCERN 

> The rapid speed of technological 
change is causing concern among 
technology CEOs about competition 
and industry disruption, according to 
the annual CEO survey conducted by 
PricewaterhouseCoopers. The PwC 
report shows that CEOs across all 
industries are slightly less confident 
about this year's economic outlook, 
but 84% of technology CEOs are con- 
fident they can raise revenues this 
year. When compared to CEOs across 
all industries, technology CEOs are 
also more optimistic about the next 
three years. 




INVESTMENTS IN 
SECURITY APPLIANCES 
CONTINUE TO GROW 

> Revenues from security appliances 
rose 7.2% year-over-year between 
Q4 2011 and Q4 2012, according to 
research firm IDC, with revenues 
reaching $2.3 billion in Q4 2012, as 
businesses continue to bolster their 
digital defenses. Over the same time 
period, security appliance shipments 
grew by 5.2% to reach 538,428 units 
in Q4 2012. 

"With advanced, targeted threats 
a growing concern, IDC expects con- 
tinued high single-digit growth in 
the security appliance segment," says 
John Grady, IDC research manager 
for Security Products. Breaking down 
the results further, IDC found the UTM 
(Unified Threat Management) seg- 
ment had the most growth, reaching 
34.3%, and accounted for 35% of reve- 
nues for Q4 2012. 




STUDY EMPHASIZES 
RISKS OF PIRATED & 
COUNTERFEIT SOFTWARE 

> By now, the risks of using pirated 
and counterfeit software should be 
well-known, but a recent study by IDC 
shows just how risky it can be. More 
than 36% of the counterfeit software 
downloads IDC examined included 
Trojans and other malicious adware. 
Even software delivered through 
normal channels was improperly li- 
censed or infected with malware 15% 
of the time. 

The toll this takes on consumers 
and businesses is huge. IDC estimates 
that consumers will spend about 1.5 
billion hours dealing with malware 
from counterfeit software. Enterprises 
will spend about $114 billion dealing 
with malware from counterfeit soft- 
ware, with potential losses from data 
breaches costing organizations up to 
$350 billion. 




COMPANIES IMPROVING 
CLOUD SECURITY, BUT 
COULD BE DOING BETTER 

> Businesses are doing a better job with 
cloud computing security, but there's 
still much room for improvement in 
their use of security best practices and 
awareness of what cloud services they 
use. Those findings are part of a re- 
cent study conducted by the Ponemon 
Institute. About 46% of respondents 
say security concerns have stopped or 
slowed their adoption of cloud services. 
There is widespread lack of agreement 
about who is responsible for cloud secu- 
rity, with cloud services providers, com- 
pany end users, and IT security groups 
all reported as having ownership. One 
positive sign is that more companies are 
reviewing security arrangements before 
settling on a cloud provider, according 
to Ponemon; about 50% reported doing 
so in 2013 compared to about 45% in a 
similar survey in 2010. 
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OPINIONS VARY ON 
WORKING FROM HOME 

> More Americans work from home 
than you might think, and opinions on 
the subject may be starting to change. 
According to a recent Harris Poll of 
2,219 adults, 34% of American workers 
who are not self-employed spend 
some amount of "normal business 
hours" working from home (9% work 
primarily or exclusively at home, 8% 
spend about 50% of their time working 
from home, and 17% spend less than 
half of their time working from home). 
Harris Interactive also found that 
younger employees and men are more 
likely to work from home. People's 
views on working from home vary 
somewhat based on age and gender, 
but opinions diverge most significantly 
regarding productivity and output be- 
tween those who work at home and 
those who don't. 



Spends Some Time Working From ^ Does Not Work From Home - 

Home - % Who Agree With Statement % Who Agree With Statement 

Working from home provides flexibility. 



Working from home enables employees to balance work and family needs. 



Working together in an office setting adds to team camaraderie. 



Some of the best ideas and/or decisions can result from impromptu, iivperson meetings and discussions. 

H 

The option of working from home is a significant job perk. 



Working in an office setting improves communication/collaboration. 



Working from home increases productivity and work output. 



J" 



The option to telecommute has/would have an impact on my decision to take or stay at a job. 




Working from home hurts speed and work quality. 



20% 



40% 



60% 



80% 



100% 



SMALLER TABLETS, 
LARGER SMARTPH0NES 
IN 2013 

Citing more affordable pricing 
and ease of handling as the two pri- 
mary factors drawing consumers 
to smaller tablet computers, NPD 
DisplaySearch suggests that smaller 
tablets (those with 7- to 9-inch screens) 
may overtake larger ones (typically 
with 9.7- or 10.1-inch screens) in 
sales this year. 

Looking at shifts in sales from 
December 2012 to January 2013, 
NPD DisplaySearch found, for ex- 
ample, that 9.7-inch display panel 
sales declined sharply from 7.4 
million to 1.3 million, while sales 
of 7- and 7.9-inch display panels 
increased from 12 million to 14 
million. In its "Quarterly World- 
wide FPD Shipment and Forecast 
report, " the research firm also sug- 
gests that as manufacturers pro- 
duce smartphones with larger 
screens, larger smartphones could 
cannibalize the market for smaller- 
screen tablets. 



IDENTITY FRAUD 
REACHES 

THREE-YEAR HIGH 

>* According to a new report from 
Javelin Strategy and Research, iden- 
tity fraud incidents reached a three- 
year high in 2012 in terms of the 
total dollar amount stolen. In all, 
identity fraud-related theft reached 
$21 billion for the year. This figure 
is less than half of the all-time high 
mark of $47 billion set in 2004, but 
the recent uptick is alarming, and 
currently there is an average of one 
identity fraud incident every three 
seconds, according to Javelin. 

Javelin's report findings suggest 
that identity thieves might be get- 
ting savvier and quicker with their 
attacks, as they used their victims' 
information for 48 days on aver- 
age in 2012, compared to 55 days 
in 2011 and 95 days in 2010. What's 
more, inattentiveness does not ap- 
pear to be an issue, as more than 
half of the victims had been ac- 
tively monitoring their accounts to 
avoid such attacks. 



ANDROID, 
I0S DOMINATE 
SMARTPH0NE MARKET 

> The Android and iOS smart- 
phone operating systems accounted 
for 91.1% of all smartphone ship- 
ments in the fourth quarter of last 
year and 87.6% of all shipments for 
the full year 2012, up from 68.1% 
in 2011. Those numbers were re- 
leased by IDC in the research firm's 
latest "Worldwide Quarterly Mo- 
bile Phone Tracker" report. 

The Android OS had triple-digit 
growth last year, according to IDC, 
and, while iOS had double-digit 
growth during the fourth quarter, its 
year-over-year growth has slowed 
compared to the overall market. 
But there is room for competitors, 
IDC notes. "With the recent intro- 
ductions of two new smartphone 
platforms, we expect some ground 
to be made by the new entrants over 
the coming years," says Ryan Reith, 
program manager with IDC's Mobile 
Device Trackers. 



PCToday / May 201 3 5 



IN BRIEF 

TECHNOLOGY NEWS 




techstars 



STARTUPS 

STARTUP ACCELERATOR 
ANNOUNCES 11 
NEW YORK "TECHSTARS" 

> According to New York startup ac- 
celerator TechStars, it invests in about 
10 companies "per program location" 
per year from the 1,000-plus that apply. 
What each selected company gets in re- 
turn includes $18,000 in seed funding 

and an optional $100,000 convertible 

debt note. TechStars works with more than 75 venture capital firms and angel in- 
vestors and focuses on technology startups in multiple cities. TechStars recently 
announced its 2013 "class" of 11 selected companies, which includes consumer- 
oriented companies as well as four startups geared toward businesses: 

> Placemeter leverages in-store sensors to help retail businesses capture and 
benefit from large quantities of available customer data. 

>■ Sketchfab helps illustrators and designers publish interactive 3D models 
and embed them in an easily shareable format. 

> TriggerMail provides products for ecommerce entities to optimize email in- 
teractions for improved customer retention. 

>■ Validation Board helps entrepreneurs determine the real-world potential of 
a startup idea prior to investing time and money. 



BIG DATA ANALYTICS 
STARTUP SISENSE 
RAISES $10 MILLION 

> Redwood City, Calif.,-based startup 
SiSense has raised $10 million in Series 
B financing. SiSense offers low-latency 
yet powerful solutions with simplified 



^SiSense 



interfaces to help even users without 
a great deal of technical skill make 
sense of otherwise unwieldy big data 
resources. SiSense offers plans to suit 
a range of requirements and budgets, 
covering everyone from SMBs to the 
enterprise, with options for on-prem- 
ises and cloud deployments. 



OpenColh simplehoney 

•t ripple™ 

The world's open payment network 



VIRTUAL PAYMENT 
COMPANY 0PENC0IN 
BUYS TRAVEL STARTUP 

> OpenCoin is the Bay Area company 
behind the open-source, peer-to-peer 
Ripple network for making electronic 
payments. Quick to point out that it's 
not a Bitcoin competitor, OpenCoin is 
designing the Ripple network as a com- 
plementary service that will make it easy 
for people to send money (including 
Bitcoin virtual currency), regardless of 
location and even when currency conver- 
sions are involved. Now OpenCoin is 
acquiring San Francisco-based startup 
SimpleHoney, which helps users deter- 
mine their traveler "type" and find ho- 
tels suited to that type. 




GROWTH 2.0 



THE ART OF GROWTH 

GROWTH . RCTCNTION 



PAYPAL ACQUIRES 
CUSTOMER ACQUISITION 
STARTUP IR0NPEARL 

> EBay's San Jose, Calif.,-based Pay- 
Pal is acquiring the Cupertino, Calif.,- 
based software company IronPearl. 
Founded by Stan Chudnovsky and 
James Currier, IronPearl is a startup 
focused on what it calls "Growth 2.0," 
which harnesses new technologies such 
as social media to address the customer 
acquisition and retention demands of 
today's businesses. Chudnovsky and 
Currier will head up PayPal's newly 
formed Growth department, with a 
goal of significantly increasing PayPal's 
customer base beyond its current 123 
million users. 



moki mobility 



MOBILE DEVICE 
MANAGEMENT STARTUP 
SNAGS $2M IN FUNDING 

> MokiMobility, which reports it has 
grown from four to 30 employees over 
the past year, recently announced it was 
awarded $2 million in seed funding 
led by Epic Ventures and supported 
by investors with Allegis Capital and 
Fusion-IO. The Salt Lake City-based 
startup offers the MokiManage plat- 
form, which helps organizations manage 
Android and iOS tablets and distribute 
and monitor apps. The company also 
offers POS solutions for retail businesses 
and fleet enrollment. MokiMobility 
plans to use the $2 million to expand its 
team and the reach of its platform. 
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YOUR HOSTING PARTNER 

Whether you use Windows or Linux, 1&1 is always 
the right choice. We offer the latest in programming 
languages with PHP 5.4 for Linux and ASP.NET 4.5 
for Windows. 

We also now offer flexible prepaid billing plans of 
1, 12, 24, or 36 month terms to allow you to match 
your hosting needs with the billing option best 
suited for you. 



Dual Hosting for Maximum 
Reliability 

Your website hosted across multiple 
servers in two different data centers, 
and in two geographic locations. 

Unlimited Bandwidth (Traffic) 

^ IPV6 Ready 

NEW: Choose your prepaid 
billing plan 



r 



\ 1 



1&1 Starter 
Windows 



1 Starter 
Linux 



domain 

first year $0.99 
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* Offers valid for a limited time only. Starter hosting package price of $1 .99 per month is valid for a 36 month prepaid package; purchase amount of $71 .64. Visit www.1and1 .com for billing information 
and full promotional offer details. Program and pricing specifications and availability subject to change without notice. 1&1 and the 1&1 logo are trademarks of 1&1 Internet all other trademarks are 
the property of their respective owners. © 2013 1&1 Internet. Ail rights reserved. 
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Optimize Now 

Fixes In Nine Areas To Improve Productivity & Performance 



Successful companies don't stand 
still. They continually research, 
analyze, plan, and enact strategies to 
improve efficiency and productivity, 
whether that involves smarter data 
storage or allowing employees to use 
their mobile devices to boost work- 
place productivity. This article focuses 
on nine areas where you can start 
making improvements right away 
with efforts that are relatively quick, 
affordable, and easy to implement. 

STORAGE 

Cloud-based storage, according 
to Dick Csaplar, senior research an- 
alyst with Aberdeen Group ( www 
.aberdeen.com ), is something few large 
companies are using despite its being 
cheap, universal, and easy to imple- 
ment. Companies that are starting to 
max out expensive SANs (storage area 
networks), for example, can offload 
some less important data to the public 



cloud. Elsewhere, he says, only about 
half of large enterprises have a formal, 
fully executed data-retention schedule 
that outlines what data should be pro- 
tected and for how long. Storing all 
data without prioritizing what to keep 
results in needlessly storing large vol- 
umes of files, he says. 

Mike Karp, senior analyst, storage 
practice leader, with Ptak/Noel (www 
.ptaknoel.com ), says that while SSDs 
(solid-state drives) are still somewhat 
pricey compared to traditional spinning 
media, they offer better performance, 
are more reliable, and require far less 
power. The latter trait can help reduce 
long-term data-retention costs. Data de- 
duplication, meanwhile, remains the 
easiest, fastest way to cut storage costs, 
Karp says. Enterprises not using dedu- 
plication pay for a lot of storage devices 
that aren't used, and pay even more in 
personnel costs to service those devices, 
he says. 



Among the " wasteful storage sins" 
that Mike Kahn, managing director of 
The Clipper Group ( www.clipper.com ), 
lists are overprovisioning, retaining too 
many copies of data, and spending too 
much time on storage administration. 
These are interrelated, but a solution 
that addresses all three is thin provi- 
sioning, "which fakes out the applica- 
tion or system needing the storage into 
thinking that a lot has been allocated 
but only allocates what it needs as it's 
needed/' he says. Another trouble 
area is not understanding differences 
between backup /recovery and data 
archiving, which require different poli- 
cies, procedures, mechanisms, and pro- 
tection, he says. 

A cost-effective storage measure 
worth considering, says Greg Schulz, 
senior advisor and founder of Server 
and StoragelO ( www.storageio.com ), is 
realigning when and how data protec- 
tion is performed to reduce the data 
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footprint impact. Replacing older 
servers and storage systems with 
newer ones that use equal or less en- 
ergy but offer better performance, 
capacity, and ease of use is another 
possibility. 'Those savings can help 
sustain growth and make resources 
available to power other servers, 
storage, and networks and stretch your 
budget further," he says. 

MOBILITY/REMOTE ACCESS 

Using TEM (telecom expense man- 
agement) and logistics services from 
a carrier, system integrator, or TEM 
software /service provider can pro- 
vide a quick mobility /remote access- 
related fix, says Kathryn Weldon, 
principal analyst with Current 
Analysis ( www.currentanalysis.com ). 
Doing so gives companies multicarrier 
visibility of all mobile plans and de- 
vices, while logistics functionality en- 
ables ordering approved devices and 
plans directly from an online catalog/ 
portal, as well as acquiring workflows 
for approval processes. 

Mike Battista, technology research 
analyst with Info-Tech Research Group 
( www.infotech.com ), recommends pin- 
pointing remote-access capabilities al- 
ready in place, whether they are built 
into an operating system or available as 
an application feature. "Major mobile 
platforms have VPN capabilities out of 
the box with almost no effort from IT 
needed to enable outside mobile access 
to the corporate network/' he says. If 
remote access to an application is re- 
quired, for example, determine if a mo- 
bile-optimized Web version or native 
app is already available. Additionally, 
he says, most MDM (mobile device 
management) vendors now include 
or offer some sort of cloud storage for 
remote access to documents. 

Weldon says something compa- 
nies often overlook is costs for global 
roaming on cellular, which remain very 
high. Using a remote-access service can 
enable seamless Wi-Fi access (where 
available) and reduce costs associated 
with traveling employees, she says. 
Additionally, Weldon says, "we still 




"Major mobile platforms have VPN capa- 
bilities out of the box with almost no effort 
from IT needed to enable outside mobile 
access to the corporate network." 



technology research analyst, Info-Tech Research Group 




Storing all data without prioritizing what 
to keep results in needlessly storing large 
volumes of files. 

Richard Csaplar 

senior research analyst, virtualization and the cloud, Aberdeen Group 



hear that most companies don't have 
mobile policies, let alone mobile security 
policies/ 7 Companies should determine 
who needs access to which information 
and apps by role or department. 

MOBILE DEVICE 
MANAGEMENT 

Consolidation is a first step larger 
companies with multiple MDM de- 
ployments in different divisions should 
consider, says Christian Kane, Forrester 
Research ( www.forrester.com ) analyst. 
"Mobile impacts nearly every piece 
of an organization, but the real value 
comes from a single vision. Distributed 
tools and policy make management 
extremely difficult," he says. Kane says 
though there are valid reasons to enact 
certain security controls via MDM, 
most companies today are trying to 
balance security with user experience 
to prevent users from circumventing 
IT. Companies should "watch out for 
the path of least resistance in general 
for data leakage" but more importantly 
emphasize why employees should use 
the company's tools and make the tools 
"so great and helpful" employees want 
to use what's provided. 

Info-Tech's Mike Battista recom- 
mends determining what MDM-like 
abilities exist before purchasing any- 
thing new. Many companies, for ex- 
ample, already have remote wiping 



ability for devices connected to com- 
pany email via Exchange ActiveSync, 
he says, while wireless network man- 
agement and /or network access con- 
trol tools in place can provide basic 
device visibility and control. He also 
suggests relinquishing some man- 
agement control where warranted. 
Managing devices of employees who 
don't deal with confidential informa- 
tion or intellectual property can be 
more trouble than it's worth, for ex- 
ample, especially when employees 
own the devices. If purchasing a MDM 
suite try it first, he says, as most have 
free trials with little setup. Also gather 
input from IT and end users. "Often, 
a list of features isn't as important 
as how much of a pain the interface 
ends up being for users and admins," 
Battista says. "Annoyingness is hard to 
evaluate without hands-on time." 

CLOUD COMPUTING 

Hosting workloads, especially vir- 
tual machines, is something large 
companies should seriously consider, 
says Mark Bowker, senior analyst with 
Enterprise Strategy Group (www.esg- 
global.com ). Leveraging IaaS can pro- 
vide enormous benefits, for example, 
as long as IT brokers the service and 
line of business owners or rogue en- 
gineers don't skirt the process and 
"swipe their credit card with a public 
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''Building configurations of systems with 
the highest efficiency are critical to reduc- 
ing OPEX of the data center/' 

Anu Elizabeth Cherian 

senior industry analyst, Frost & Sullivan 

"If a critical application is down, stop 
spending hours trying to fix it. Initiate 
recovery procedures so the business can 
resume normal operations, and then go 
back to your troubleshooting." 

Frank Trovato 

consulting analyst, Info-Tech Research Group 



cloud provider without involving the 
IT organization." Companies should 
also consider public cloud services for 
storage capacity and disaster recovery 
framework purposes, he says. 

Bowker also says large companies 
should address employees' usage of 
online file storage solutions, including 
by reeling in usage and ensuring cor- 
porate control of such services before 
employees make it difficult for IT to re- 
gain control. "DRaaS [disaster recovery 
as a service] is another strategic initia- 
tive to consider, he says. "DR has been 
burdened by high costs for years," he 
says. "Public cloud providers currently 
have some very robust solutions that 
enable IT organizations to extend avail- 
ability of their server virtualization suc- 
cess onto a public cloud service." 

SLAs and internal accounting re- 
lated to cloud computing initiatives 
is something companies shouldn't 
overlook, he says. Some companies 
that have aggressively pursued cloud 
consumption have had to hire legal 
staff to specifically review and mon- 
itor SLA agreements, Bowker says. 
"Accounting, financial impact, and IT 
budgeting are other areas that need 
assessed. Asset depreciation, monthly 
billing, and IT budget planning are all 
impacted by the consumption of pubic 
cloud services," he says. 

BUSINESS CONTINUITY 

Implementing technology changes 
concerning disaster recovery and busi- 
ness continuity can take time, but com- 
panies can immediately begin testing 
and optimizing current DR processes, 
says Frank Trovato, Info-Tech Research 
Group consulting analyst. He suggests 
a company's emergency response team 
start by outlining jobs required at each 
disaster recovery stage, those respon- 
sible for them, and the information and 
resources required. "This is what usu- 
ally trips up companies in a disaster. 
It's not the technology; it's the people 
and processes," he says. 

A cost-effective measure for es- 
tablishing DR sites, Trovato says, is 
using a hybrid approach that combines 



colocation and IaaS (infrastructure 
as a service). This enables the cost-ef- 
fective acquisition of agile infrastruc- 
ture failover strategies to meet unique 
needs regarding RTO (recovery time 
objectives) and RPO (recovery point 
objectives). Companies could use on- 
premises equipment at the coloca- 
tion site to support mission-critical 
applications that require more control 
over recovery time, and use IaaS for 
less-critical applications, for example. 
Where business continuity is con- 
cerned, he says, DR plans often focus 
on major disasters but ignore likelier 
service interruption causes, including 
hardware or software failures. "If a crit- 
ical application is down, stop spending 
hours trying to fix it," he says. "Initiate 
recovery procedures so the business 
can resume normal operations, and 
then go back to your troubleshooting." 

DATA CENTER PERFORMANCE 

Optimal use of space is critical in 
data center environments, says Anu 
Elizabeth Cherian, senior industry 
analyst with Frost & Sullivan ( www 
.frost.com ). Servers, power and cooling 
equipment, and other IT hardware 
sharing the same space must work in 
harmony to enable optimal data center 
output, she says. "Building configu- 
rations of systems with the highest 



efficiency are critical to reducing OPEX 
of the data center," she says. Adapting 
to current technology is critical to en- 
sure future adjustments are easy to in- 
corporate, she says. For example, rather 
than cool an entire room that's housing 
equipment, targeting cooling within 
racks or aisles is more versatile and can 
save energy, although installing the 
technology might seem costly initially. 

Cherian recommends taking a mod- 
ular approach to server equipment 
and backup power and cooling as a 
first step. This could require revising 
old infrastructures with basic building 
blocks to leverage future growth. Older 
systems may not be capable of modu- 
larity, which could pose a long-term 
problem, she says. Sometimes, larger 
companies choose lower-cost options 
if initial capital expenses seem high, 
she says, which "might not serve its 
purpose in terms of long-term ROI." 
Deploying energy efficient equipment 
at different layers, for example, may 
not result in a payback until two or 
three years later. 

COMMUNICATIONS 

A primary communications issue 
large businesses face, says Rob Arnold, 
senior industry analyst with Frost & 
Sullivan, is lacking a consistent set of 
capabilities across the organization, 
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'The first thing I think you need to do 
to get the most bang out of your buck 
for unified communications is unify the 
interface and make presence available to 
be able to start to one-click interact with 
people/ 7 

Mark Tauschek 

lead research analyst, Info-Tech Research Group 

" [Encrypting data] results in immediate 
benefits in terms of less to worry about if 
a breach occurs." 

Michela Meriting 

senior analyst, cybersecurity, ABI Research 



which often creates islands of users who 
can't communicate effectively. Avoid 
adding more islands when rolling out 
new solutions, he says. One approach 
is taking a holistic view of requirements 
across user groups, locations, and lines 
of business. Often a common toolset 
can address groups' shared basic re- 
quirements. Other times a flexible, ex- 
tensible common toolset may address 
differing requirements across groups. 
Upon rolling out instant messaging and 
presence company-wide, for example, 
different groups can decide what works 
best for their respective job functions 
but everyone can communicate via chat 
and share presence information, he says. 

Mark Tauschek, lead research analyst 
with Info-Tech Research Group, says 
many organizations have enhanced 
communication tools in place, such as 
unified messaging and instant mes- 
saging, but lack an integrated presence. 
"The first thing I think you need to do 
to get the most bang out of your buck 
for unified communications is unify the 
interface and make presence available to 
be able to start to one-click interact with 
people/ 7 he says. Doing so could let em- 
ployees view co-workers' availability 
via calendaring in Exchange or Outlook, 
determine their location, pinpoint how 
to best reach them, and initiate one-click 
interaction, he says. At a higher level, he 
says, companies want to work toward 
integrating collaboration tools in work- 
flows and enterprise applications. 

THREAT PREVENTION 

Companies not already encrypting 
data should consider doing so, says 
Michela Menting, senior analyst, cyber- 
security, with ABI Research ( www.abire- 
search.com ). "There are many cheap, and 
even free, open-source data-encryption 
software available today that are simple 
to use," she says. "OTFE [on-the-fly 
encryption] is becoming quickly pop- 
ular; it's easy to implement and use." 
Encrypting data, she says, "results in 
immediate benefits in terms of less to 
worry about if a breach occurs." 

Elsewhere, Menting says, cloud- 
based security is becoming increasingly 



popular for protecting against Web- and 
email-based threats and data leakage. 
Moreover, numerous cloud services 
have reached a critical mass point 
whereby the computational power 
providers offer far exceeds the costs of 
an on-premises equivalent. Menting 
says many security-as-a-service ven- 
dors offer a broad range of core secu- 
rity services for almost any price point. 
Additionally, various startups are cov- 
ering the mobile security space with "re- 
ally interesting solutions." 

A threat prevention issue companies 
generally overlook, Menting says, is 
providing ongoing employee training 
and education. "Threats evolve and 
become more complex every day, and 
companies need to make sure that their 
employees can at least recognize the 
basic threats," she says. Even with the 
best security implemented, she says, 
humans represent the weakest link 
"and cyber crooks know that." 

NETWORK PERFORMANCE 

Companies that transfer consider- 
able data among multiple remote sites, 
particularly repeatable data, can benefit 
from WAN optimization to alleviate 
bottlenecks, says Mike Fratto, senior 
analyst with Current Analysis. Some 
WAN optimizers can help when there's 



plenty of bandwidth but network apps 
still perform slowly, he says. Info-Tech's 
Mark Tauschek says in most cases 
WAN optimization will reduce traffic 
and improve performance enough that 
companies can defer adding capacity 
and reduce costs. Application delivery 
controllers, meanwhile, can help reduce 
bandwidth consumption and improve 
application performance from the user 
perspective, he says. In environments 
where real-time media performance is 
jittery and negatively affecting telecon- 
ferencing and VoIP usage, Fratto says, 
using QoS (quality of service) to pri- 
oritize data can result in less drops and 
faster performance. 

Overall, Tauschek says, companies 
must first understand their networks' 
performance to pinpoint where bottle- 
necks and performance issues lie. 
"You can't do that without some sort 
of network management system," he 
says. Often, companies have tools in 
place but don't use them or don't pro- 
actively monitor performance with an 
eye toward viewing historical data, 
monitoring capacity, and provisioning 
bandwidth before a small issue becomes 
a significant problem. "It's relatively 
inexpensive. It doesn't take a lot of time. 
It's the first thing you need do. It's a 
quick hit, quick win," he says. 
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The Art Of Authentication 

Best Practices For Properly Identifying Users 



You don't need to be a security ex- 
pert to understand that attackers too 
numerous to count are constantly 
barraging companies and users with 
threats targeting their information. 
Worse, the attacks grow in number 
and sophistication daily. The result 
is that users and organizations spend 
an inordinate amount of time, money, 
and resources fighting off these 
threats. This includes implementing 
various forms of authentication on 
personal devices and corporate infra- 
structures to verify the right people 
are granted appropriate access and 
privileges. This article looks at types 



of authentication, means of implemen- 
tation, and best practices to employ. 

IDENTITY AUTHENTICATION 

As the phrase suggests, "identity 
authentication" essentially is the act 
of ensuring someone is who he says 
he is — a process vital in personal 
and business situations for keeping 
unauthorized users and employees 
from accessing certain data, applica- 
tions, networks, and other resources. 
Depending on the solution used, the 
authentication process generally re- 
quires providing one or more forms of 
proof of identity. Security experts and 



professionals often categorize these 
requirements into information a user 
knows (such as a password), some- 
thing a user possesses (such as a secu- 
rity card), and information unique to a 
user (such as a fingerprint). 

For a personal usage example, think 
of the security passcode you can set up 
for a smartphone. Although another 
user might come to physically possess 
the smartphone via theft or a loss, he 
would still have to enter the passcode 
to access to the smartphone's contents. 
For a business authentication example, 
think of a password, fingerprint, or 
security access card an employee must 



Key 
Points 



Identity authentication 
entails verifying that 
someone is who he says 
he is before being granted 
certain rights and privi- 
leges to corporate network 
resources, services, etc. 



Two-factor authentication 
involves providing two 
forms of proof of identity, 
while multifactor authen- 
tication entails providing 
three or more forms of 
identification. 



SSO (single sign on) 
solutions allow users 
to access multiple ap- 
plications and systems 
with one action of user 
authentication and 
authorization. 



A FID (federated identity 
management) system enables 
a company to use several SSO 
systems simultaneously in order 
to provide employees with a 
simplified method for logging 
on to the network and services. 
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'Tor any application or asset where the 
data associated with it is deemed critical, 
confidential, or even sensitive, I think mul- 
tif actor authentication is the right route." 

Amy Larsen DeCarlo 

principal analyst, security and data center services, Current Analysis 



provide before, say, gaining entry to 
a data center or accessing a corporate 
application. 

Some solutions enforce two-factor 
authentication in which a user must 
provide two types of identification, 
such as something he possesses and 
something he knows; an example 
of this is an ATM card and a PIN. 
Three-factor authentication entails 
providing three forms of identifica- 
tion; in this case, a user might pro- 
vide a password, a fingerprint scan, 
and a randomly generated code from 
a key fob before gaining access to a 
corporate application. 

PASSWORDS 

Companies have traditionally 
made use of usernames and pass- 
words for employee authentication. 
Over the years, however, as instances 
of cyberattacks have increased dra- 
matically and attackers have obtained 
scores of customer and user pass- 
words, the appropriateness and ef- 
fectiveness of username/ password 
authentication has come into ques- 
tion. Still, many (if not most) compa- 
nies continue using passwords alone 
for authentication purposes. 

Amy Larsen DeCarlo, Current 
Analysis ( www.currentanalysis.com ) prin- 
cipal analyst, security and data center 
services, says, "In theory, though it 
would be terrific if organizations were 
able to employ multifactor authentica- 
tion to access every application, that 
isn't practical from a cost or use case 
for most companies. This is particu- 
larly true for smaller organizations." 
In many cases, such as email, she says, 
a strong password might be sufficient. 
The issue, however, is companies 
often implement password policy and 
management poorly. 

Michela Menting, cybersecurity se- 
nior analyst with ABI Research (www 
.abiresearch.com ), agrees that imple- 
menting two-factor or multifactor au- 
thentication for every situation would 
be ideal but isn't always practical. 
Companies should definitely consider 
two-factor authentication, she says, 



if allowing employees to work re- 
motely or to use personal devices for 
accessing corporate resources. 

With teleworkers, Menting says, 
the employee's mobile device can 
actually serve as a second authenti- 
cating factor. If a company doesn't 
allow remote workers, she says, IDs 
and passwords can be satisfactory 
for employees who have limited ac- 
cess to sensitive data and corporate 
resources. Overall, Menting says, "If 
employees are using remote connec- 
tivity tools, cloud services, or mobile 
devices, IDs and passwords only offer 
the very basic security. Enterprises 
should envisage either two- or multi- 
factor authentication or set privilege 
levels for different employees." 

Many companies continue to 
solely use usernames and passwords 
because they're the status quo, says 
Bob Tarzey, Quocirca ( www.quocirca 
.com ) analyst. "Putting two-factor or 
strong authentication in place takes 
time, effort, and has a cost," he says. 
Still, according to a recent Quocirca 
survey, 70% of enterprise organiza- 
tions questioned did respond that it 
was "true" or "somewhat true" that 
they no longer relied solely on user- 
name /password combinations. 

It is sometimes unclear whether it's 
best for enterprises to require two- or 
three-factor authentication. DeCarlo 
says, "For any application or asset 
where the data associated with it is 
deemed critical, confidential, or even 
sensitive, I think multifactor authenti- 
cation is the right route." Anecdotally, 
she says, "it is an almost unbeatable 
way to protect access." Menting be- 
lieves that because cyberattacks 
will continue to be commonplace, 



two-factor authentication should be 
required. Using three-factor authenti- 
cation can be difficult and complicate 
the process, she says; thus two-factor 
authentication simplifies matters. 

ALTERNATIVES 

Other authentication options in- 
clude the use of tokens (say, via USB 
key fobs) and biometrics (in the form 
of face, voice, iris, or fingerprint recog- 
nition systems). Using mobile phones 
for authentication is one method 
Tarzey favors. For example, an em- 
ployee might use a mobile phone 
along with SMS or mobile applications 
for two-factor authentication. Tarzey 
also cites "context aware security" as a 
possibility when using mobile phones. 
"So, if you're using a phone for secu- 
rity," he says, "then does the location 
of the phone make sense for what is 
known about the user? For example, if 
there is an attempt to use your phone 
for authentication from China, then 
this would indicate a problem." 

According to DeCarlo, "There are 
any number of alternatives to tradi- 
tional IDs and passwords that might, 
in the right use case, be the way to go 
for an organization and an applica- 
tion, but I think some of these are better 
used as a supplement (such as biomet- 
rics or query-based access methods)," 
she says. "Single-use or time-specific 
passwords might work for some cir- 
cumstances. Graphically based access 
methods are another alternative." 

SINGLE SIGN-ON 

Another possibility to use is SSO 
(single sign on), DeCarlo says. For 
small and midsized businesses spe- 
cifically, she says, biometrics (which is 
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" [Single sign-on] is easier for the user who 
does not have to log in separately for each 
application or system he wishes to use." 

Michela Meriting 

cybersecurity senior analyst, ABI Research 



"often integrated into devices") along 
with SSO can serve as a viable option. 
SSO essentially enables a user to ac- 
cess multiple applications and systems 
with only one action of user authen- 
tication and authorization. In other 
words, one login and password action 
is required. 

"This is easier for the user who does 
not have to log in separately for each 
application or system he wishes to 
use," Menting says. "It also simplifies 
matters for system administrators who 
have less user accounts to manage." 

Tarzey says SSO solves a big 
problem common to all forms of 
strong authentication: that it isn't 
easy to implement strong authenti- 
cation for each different application. 
"Increasingly, SSO can be used for on- 
demand (cloud-based) applications, as 
well as in-house ones," Tarzey says. 
"SSO itself is increasingly available as 
a cloud-based service, making it easier 
to implement and afford for SMBs." 

The chief drawback with SSO, 
Menting says, is that if one user cre- 
dential is compromised the perpe- 
trator has access to multiple systems. 
Additionally, if the SSO system be- 
comes unavailable for some reason, 
users are locked out of all systems and 
applications that SSO is managing. 
"In order to avoid the potential nega- 
tive impacts of SSO, the management 
system could make use of more strin- 
gent authentication techniques, such 
as two-factor or multifactor authenti- 
cation, using passwords, tokens, smart 
cards or biometrics," she says. 

Extending SSO management to the 
cloud, Menting says, is a good idea in 
theory, and one that would provide 
greater gains in business productivity 
and reduce internal IT management 
costs. "In reality, I think the viability 
of extending SSO to the cloud will 
require not just multifactor authen- 
tication but also assurance that the 
cloud provider itself offers adequate 
levels of security," she says. "This 
could be a difficult approach, espe- 
cially in view of the many different 
systems and applications available 



over the cloud — not all of them will 
be compatible, and implementing an 
SSO could prove difficult." Cloud- 
based SSO can work, she says, if the 
business can find a highly secure pro- 
vider of such services. 

FEDERATED IDENTITY 

Federated identity, which is as- 
sociated with SSO, refers to a single 
storage and management platform 
for user identities. "SSO is basically a 
subcategory of federated identities," 
says Menting. Because SSO can't work 
across all systems, a company could 
use several SSO systems but manage 
them using a FID (federated identity 
management) system. "FIDs could be 
the answer to extending SSO to the 
cloud," she says. 

"The advantages are that FID can 
help to further reduce IT costs and 
the complexity of managing multiple 
user accounts," Menting says. "It also 
allows for increased security by en- 
abling the organization to define se- 
curity policies and procedures even 
for external partner applications." The 
primary disadvantage of going this 
route is that currently there isn't an 
existing standard for FID, she says, 
although there is strong development 
occurring in open-source FID and 
SSO, which "means that interoper- 
ability can be achieved." 

THE RIGHT OPTION 

Among newer technology fields 
weighing more influence on the ap- 
proaches to authentication and secu- 
rity that companies implement are 
big data, social networking, and mo- 
bility. And within the mobility cat- 
egory, there is the BYOD (bring your 
own device) trend. DeCarlo says that 



"unfortunately, as big of a potential 
impact as something like BYOD could 
have on an organization's security 
posture, most businesses don't seem 
to be focusing enough of their atten- 
tion on how to address security issues 
strategically and tactically yet." 

Some forward-looking and com- 
pliance-driven businesses are making 
identity and access management a 
priority in the face of all of these fac- 
tors, she says, "but unfortunately, 
most still are too reactive and it will 
probably take a significant breach to 
focus their attention on the issue." 

Where choosing the right protection 
for the company is concerned, Derek 
Brink, Aberdeen Research ( www.aber- 
deen.com ) vice president and research 
fellow, says there are trade-offs be- 
tween productivity and convenience 
for end users, security and risk of the 
resources being accessed, and total 
cost (acquisition, integration, deploy- 
ment, and management over time) to 
consider. The reason so many compa- 
nies still exist and are being formed to 
solve password problems, he says, is 
because of "this age-old trade-off." 

DeCarlo suggests when choosing 
the right protection weigh the value 
of the asset, depth of expertise, cost of 
the solution, and the end user buy-in. 
"If the solution is too obtrusive, it is 
going to be more of a hindrance than 
a help," she says. 

Tarzey, meanwhile, stresses that 
choosing the right authentication so- 
lution isn't just about protecting the 
application being accessed but who 
is accessing it. Thus, access policy 
can vary among employees based on 
if they work in the office or remotely 
and if the user is an employee, con- 
tractor, consumer, and so on. 
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Who Needs A CDO? 

Why More Companies Are Naming Chief Data Officers 



Most of us comprehend the gen- 
eral range of responsibilities asso- 
ciated with a company's highest- 
profile C-level executives — the CEO, 
CMO, CFO, CTO, CIO, etc. A gener- 
al lack of awareness concerning the 
position of CDO (Chief Data Offi- 
cer), however is understandable con- 
sidering the title is relatively new 
and that, to date, few companies 
have actually assigned someone to 
the role. Ben Woo, managing di- 
rector of research firm Neuralytix 
( www.neuralytix.com ), estimates that 
only 1% of U.S. companies have 
created a CDO position and hired 



someone to assume the responsibili- 
ties attached to the role. 

Although few CDOs are currently 
in place, all indications strongly sug- 
gest that a great many more compa- 
nies will name CDOs in the coming 
years. Why? Plain and simple, the 
answer is data. Never has there been 
such a time as now, when companies 
have generated, gathered, and been 
responsible for so much data. And, 
due to the depth and massive quanti- 
ties of that data, there has never been 
a time when data has been as po- 
tentially valuable to businesses. For 
these reasons, the CDO is likely to 



become increasingly more common, 
prominent, and vital within a sizable 
segment of businesses. 

THECDO'S ROLE 

In a white paper titled "Chief Data 
Officer: New Seat in the C-Suite," 
Deloitte Consulting's ( www.deloitte.com ) 
Rich Cohen, principal, and Ara Gopal, 
manager, explore why enterprises 
need a CDO and how to make the po- 
sition impactful. In the paper, Cohen 
and Gopal reason that while most 
companies and leaders know data is 
an important asset and invest in re- 
sources to execute data initiatives, few 



Key 
Points 



The CDO (Chief Data 
Officer) is an emerging 
position within some 
businesses as the volume 
of the data collected and 
stored becomes increas- 
ingly difficult to manage. 



A CDO works to under- 
stand the data the com- 
pany collects, how to 
protect that information, 
who should have access 
to the data, and how to 
derive value from it. 



CDO's have surfaced 
due to the complexity 
of the data companies 
are collecting and the 
desire to use analytics 
on that data to drive 
business streams. 



The CDO is often confused 
with the CIO, a position 
that generally focuses on 
the infrastructure used to 
gather and store data vs. 
developing business strat- 
egies from the data. 
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'The CDO does not necessarily need to be 
a practitioner, but someone who can ask 
the 'What if?' questions related to busi- 
ness value, innovation, and strategy/ 7 



Ben Woo 

managing director of research, Neuralytix 



actually manage data with the same 
diligence and commitment that are 
devoted to other enterprise assets such 
as finances, facilities, IP (intellectual 
property), and money. Although the 
chief executives heading up those as- 
sets are empowered to make decisions 
concerning their respective resources, 
"in most organizations, data assets 
do not get this level of attention," 
Cohen and Gopal write. Hence, com- 
panies can suffer from a lack of stra- 
tegic management concerning the vast 
wealth of data they're collecting. Enter 
the CDO. 

Although explanations of what a 
CDO does differ depending on the 
source, essentially a CDO ensures 
that the company is realizing value 
from the data it's amassing and 
maintaining. This includes bringing 
together various business units to 
establish a company-wide focus on 
data. Often referred to as a "steward 
for data," a CDO makes certain that 
the right data is being gathered and 
managed properly; identifies risks to 
that data; implements the means to 
better analyze the data; and assists 
in developing business-wide strate- 
gies, new opportunities, and priori- 
ties using the information extracted 
from the data. 

Cohen believes the CDO role has 
come about due to a current uptake 
in how businesses are using analytics 



and the ability that using analytics 
provides to drive business. In short, 
Cohen says, "it becomes clear there 
should be somebody who under- 
stands and who owns the asset" 
of data. "People rely on these num- 
bers. They rely on the consistency. 
They rely on the definition. They rely 
on the common use throughout the 



business," he says. "I think a lot of 
companies are recognizing that the 
data asset and the information asset 
[are things that] they should have 
a much different governing struc- 
ture around then they have had in 
the past." 

ACROSS-FUNCTIONAL 
APPROACH 

Companies considering a CDO 
likely want to know what makes the 
position different from that of a CIO. 
While a CIO is generally concerned 
with the infrastructure that's used 
to collect and manage data, the CDO 
is concerned with how that data can 
meet business requirements. 

Cohen says "the CIO runs the 
utility" while the CDO "runs the data 
that goes under the utility. There's a 
much different focus." In other words, 
while a CIO is generally concerned 
with information systems — the infra- 
structure that's used to collect and 
manage data — the CDO is concerned 



with how that data can meet busi- 
ness requirements. 

Within some companies, the no- 
tion that the CIO and CDO are doing 
the same thing is probably right, 
Cohen says, because the CIO may be 
trying to look at data in a business 
sense. However, the CIO oversees a 
staff that might not have overarching 



business goals as a primary focus. 
"That in some ways could be how the 
process is failing in some companies, 
because they don't have a CDO or 
CAO [chief analytic officer]," Cohen 
says. "They don't have someone like 
[a CDO] at the table to interface with 
the business [and] figure out when 
and what they need. The CIO is re- 
ally out there dealing with how to get 
data from the end user and the ap- 
plications — both transactionally and 
operationally — that they need to have 
in the business." 

Woo says a CDO should be fo- 
cused on understanding the data a 
company is collecting, how the data 
is protected, and who gets access to 
the data. "Arguably, the CDO would 
have indirect reports from all busi- 
ness functions and coordinate the 
data /information needs of each func- 
tion with IT to accelerate time to 
value," he says. 

Businesses are clearly collecting 
more data, sometimes due to compli- 
ance requirements and often simply 
because it's now possible to do so, 
thanks largely to cheaper and more 
capacious storage options. Partly be- 
cause of the sheer volume of data con- 
cerned, and partly due to that data's 
increased complexity, managing it in 
some cases has surpassed the capabil- 
ities of the CIO. And now businesses 
are seeking to derive more value from 
their data. Woo says, "Data has be- 
come the fundamental currency for 
innovation. Too many IT profes- 
sionals have been focused on infra- 
structure rather than information or 
data." CDOs, he says, are really chief 
innovation officers that must "look 
to create value from the vast amount 



A CDO should be focused on understanding the 
data a company is collecting, how the data is 
protected, and who gets access to the data. 
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"It's someone who is the equivalent to 
the rest of the business general managers 
and helping them figure exactly what they 
need from an analytic or data perspective 
to run their business/ 7 



Rich Cohen 

principal, Deloitte Consulting 



of data that organizations are being 
forced to collect and maintain either 
for historical, sentimental, or more 
likely, regulatory reasons/' 

Cohen says many companies cur- 
rently incorporate CDO-like respon- 
sibilities into IT department tasks, but 
the CDO is "really a business intel- 
ligence role." Although companies are 
aware that data is a valuable asset in 
terms of sales and marketing, supply 
chains, human resources, etc., Cohen 
explains that data "is very much func- 
tionally ran." Viewing data in a cross- 
functional approach, he says, "can 
likely be the next big key — looking at 
all these numbers and coming up with 
hypotheses and strategies for the busi- 
ness overall." In other words, busi- 
nesses must address how they view 
data in terms of being a work stream 
or go-to market process. 

WHEN TO CREATE A CDO 

Financial institutions, healthcare or- 
ganizations, and governmental agen- 
cies are generally considered the 
pioneers where naming a CDO is 
concerned. Woo says a company typi- 
cally arrives at the point where it will 
consider naming a CDO when it's 
"competitively challenged, because a 
competitor has leveraged its data better 
than another." 

In general, Cohen says, medical in- 
stitutions are "pioneering a lot from 
the aspect of big data" but cable, tele- 
phone, and telecommunications have 
been using data for years for purposes 
directed at customers and customer- 
retention. "I think the biggest use 
cases [for data] right now are around 
customers — a 360-degree view of the 
customer, helping companies under- 
stand the customer, who the customer 
is," Cohen says. In healthcare, for ex- 
ample, outcome analysis, or the ability 



to drive better performance and out- 
comes, is big, he says, while companies 
such as airlines are focusing on profit- 
ability and what routes and pricing 
models customers are using heavily. 
"These are companies starting to use 
analytics to help run the business, 
but they may not necessarily have a 
CDO," he says. 

Although there's a definite up- 
swing in terms of companies giving 
attention to and actually hiring CDOs, 
Woo doesn't believe every company 
will eventually have a CDO. "A CDO 
should be what a CIO should do," he 
says. "I am very critical of the IT func- 
tion in an organization. Too many CIOs 
are Chief Infrastructure Officers rather 
than a Chief Info Officer. If CIOs truly 
delivered information services, then a 
CDO isn't really a needed position." 

That said, companies planning to 
create the position should seek out 
candidates with people, business, and 
strategy skills, Woo says. "The CDO 
does not necessarily need to be a prac- 
titioner, but someone who can ask the 
'What if?' questions related to business 
value, innovation, and strategy," he 
says. Arguably, the CDO would sub- 
sume many of the ideal duties of the 
CIO, he says. 

CHAIN OF COMMAND 

Exactly how a company should go 
about creating the position of CDO 



can be tricky, primarily because so 
few companies have done so and in- 
formation and examples related to 
the process are fairly limited. Even 
agreeing where the CDO should fall 
within a company's management hi- 
erarchy can differ dramatically de- 
pending on the source. 

In terms of hierarchy, the CDO 
should serve on the same level as 
a company's other general man- 
agers, Cohen says. The CDO should 
help them determine "exactly what 
they need from an analytic or data 
perspective to run their business. 
It's sitting at that table with them 
and helping drive those strategic 
decisions. In some ways, this per- 
son really is in charge, if you think 
of it as a CEO around analytics 
and providing that capability to 
the company." 

Ultimately, Cohen still character- 
izes the position of CDO as "emerg- 
ing" and "nowhere near mature yet." 
Most companies, he says, "haven't 
even thought about this role yet. 
They have it embedded into sort of 
a governance role around data man- 
agement. We're talking about elevat- 
ing that role," he says. Cohen does 
expect, however, that in the coming 
two to four years more CDO-like roles 
will appear within organizations, 
although companies won't "just call 
them the data manager." 



Exactly how a company should go about creating the position of CDO can 
be tricky, primarily because so few companies have done so and information 
and examples related to the process are fairly limited. 
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"Software -Defined 
Demystified 

Networking, Storage & The Data Center As A Whole 



"Software-defined" is a popular 
term that is being attached to mul- 
tiple business technologies from net- 
working to the data center as a whole. 
But without any context, it's difficult 
to determine how software-defined so- 
lutions are different from their more 
traditional counterparts. In essence, 
software-defined solutions use soft- 
ware to drive the capabilities and func- 
tionality of specific devices more so 
than the hardware itself, thereby pro- 
viding greater administrative control. 



"The software-defined trend is re- 
ally about generic hardware per- 
forming specialized functions based on 
software," says Barry Cousins, senior 
research analyst at Info-Tech Research 
Group ( www.infotech.com ). "We can 
think of server virtualization as soft- 
ware-defined server farms and storage 
virtualization as software-defined hard 
drives. I think of my [smartphone] as 
a software-defined alarm clock, soft- 
ware-defined guitar tuner, and soft- 
ware-defined GPS. [It] is a multi-use 



device that's very cool, but it's a screen 
with one physical button. Software de- 
fines the device's functionality." 

Software-defined solutions also 
help companies be more elastic when 
it comes to making changes in the 
data center. For instance, Akshay K. 
Sharma, research director at Gartner 
( www.gartner.com ), says that each piece 
of hardware, each appliance, and each 
port were so specific that it was dif- 
ficult to make adjustments and that 
you were historically "constrained to 



Key 
Points 



To get a full understand- 
ing of software-defined 
solutions, it's best to 
look at software-defined 
networking as a definitive 
example of the technol- 
ogy's potential. 



There are many possible 
applications for software- 
defined solutions, includ- 
ing networking, storage, 
and even the entire data 
center, by virtual izing ev- 
ery piece of infrastructure. 



Because software- 
defined technologies are 
still in their early stages, 
it's a good idea to ex- 
periment with different 
configurations before 
going full-scale. 



Software-defined solutions 
aren't a fit for all companies 
now, but as vendors introduce 
new products and delivery 
models, companies ranging 
from small to large could 
benefit from the technology. 
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"One of the newer concepts is this notion of 
wavelengths on demand, pumping more 
laser beams as you need it. That could be a 
new data center app where maybe 99% of 
the time a 10-Gig is good enough for the data 
center but . . . [when] you need to back up 
everything in the next hour, that's when you 
want to pump up the volume to 40-Gig or 
100-Gig on demand. It could be a value-add 
for a carrier who can't guarantee that speed 
all the time anyway, but maybe in certain 
conditions could guarantee it. And it could 
be good for the consumer as well." 

Akshay K. Sharma 

research director, Gartner 



a particular speed, interface, or resil- 
iency of that node/' 

Sharma uses VoIP (voice over IP) 
and VPN (virtual private network) 
traffic ports as examples. "Maybe Fm 
maxed out on a particular port as traffic 
volumes increase," he says. In older 
models, you'd have to "buy another ap- 
pliance" to make any adjustments and 
leave other underutilized ports "sitting 
idle," according to Sharma. But with a 
software-defined solution, you can es- 
sentially become "port-agnostic" and 
"load balance multiple ports or appli- 
ances" from one central location. The 
cornerstone of any software-defined 
solution is the ability to centralize man- 
agement, and this idea is implemented 
most commonly with SDN (software- 
defined networking). 

GROWING POPULARITY 
& SOFTWARE-DEFINED 
NETWORKING 

According to Cousins, software-de- 
fined networking, as a principle, "has 
been around for decades," but only 
in the past year has it "really hit the 
radar." Cousins attributes the growing 
fascination with all things software- 
defined to the popularity of SDN. 
"Enterprise networks have been locked 
down in high-cost, proprietary hard- 
ware for decades," he says. "SDN rep- 
resents a chance to deploy networks on 
commodity hardware that infers its be- 
havior logically rather than physically. 
Networks are supposed to be more 
flexible, scalable, and redundant with 
lower operating expenses. SDN is sup- 
posed to liberate the enterprise from 
proprietary network vendors." 

If you're wondering how software- 
defined networking is supposed to de- 
liver on its promises, look no further 
than the basic tenets of the technology. 
The key aspect of SDN is "decoupling 
the control plane from the data plane," 
says Sharma, which means that you es- 
sentially remove the brains from each 
piece of hardware and instead tie them 
all together with a centralized software 
solution for your monitoring and man- 
agement needs. The goal is to bring all 



of your systems under one roof so it's 
not only easier to keep track of your 
network as a whole, but also to enforce 
policies much more quickly and easily. 

As Cousins says, one of SDN's 
main benefits is that it can turn what 
used to be proprietary hardware into 
commodity hardware, which can 
often result in lower costs for equip- 
ment upgrades and basic day-to-day 
operations. Sharma says that while the 
ability to "holistically manage across 
multiple islands and vendors" should 
be a place where all CIOs want to go, 
he also adds that "we aren't quite 
there yet." However, if SDN experts 
are able to fine-tune software solu- 
tions and make these management 
dreams realities, then software-de- 
fined solutions could eventually move 
from networking to many other parts 
of a company. 

OTHER SOFTWARE-DEFINED 
SOLUTIONS 

In addition to SDN, there are other 
areas where software-defined solu- 
tions are starting to make headway. 
One example is SDS (software-defined 
storage), which aims to go beyond 
networking by turning hard drives or 
entire storage arrays into commodity 



hardware. For instance, you could have 
multiple storage solutions in branch 
offices spread out all across the world, 
but if you use an SDS solution to 
manage the entire group, those servers 
could share data and make it much 
easier for company-wide collaboration. 

Mark Peters, senior analyst at the 
Enterprise Strategy Group (www.esg- 
global.com ), says that many companies 
moved to the model of keeping storage 
solutions separate in the past, but that 
those same people are now realizing 
that it's important for those systems to 
be able to communicate. "Software is 
not only going to provide functionality 
to commodity components, but is also 
going to provide the sort of flexibility 
and the ability to take advantage of 
different tiers and capabilities," says 
Peters. "It's one of the key drivers and 
movers in the industry for the next few 
years. We're on the cusp of that so it's 
certainly going to be big." 

In addition to networking and 
storage, there is also this idea of the 
SDDC (software-defined data center). 
If you look at SDN and SDS, they can 
almost be described as network vir- 
tualization and storage virtualization 
to a degree. And when you look at 
SDDC, the idea is that every piece of 
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"Yesterday's network involved the man- 
agement of routing cables, devices, and 
wires. Tomorrow's network is about man- 
aging versions, testing, changing, backout, 
etc. The underlying disciplines of software 
will be needed across other areas as 'soft- 
ware-defined 7 becomes reality" 

Barry Cousins 

senior research analyst, Info-Tech Research Group 



infrastructure inside your data center 
is virtualized and managed by one 
or multiple software solutions. In es- 
sence, you could turn your entire data 
center into one big commoditized fa- 
cility. And as certain types of equip- 
ment from different vendors start to 
become indistinguishable from one 
another, you can focus on buying 
hardware at the best price point and 
simply use more advanced software to 
deliver performance. 

The important thing to remember 
is that we are in the very early stages 
of mainstream SDN, which is an idea 
that has been around for quite some 
time, so the reality of a software-de- 
fined data center simply isn't appli- 
cable at the moment. But it's still an 
exciting future to look forward to and 
prepare for. 'The distinction between 
server, storage, network, application, 
premises, and cloud is getting more 
blurred over time/' says Cousins. "As 
we combine virtualization with the 
inevitable shift in business models, 
we get closer to the vision of utility 
computing and the IT focus shifts 
from 'how' technology is delivered to 
'what' functionality is needed." 

RESEARCH, TESTING & 
FUTURE IMPLEMENTATION 

In order to get a solid software- 
defined implementation in place, you 
have to start research and develop- 
ment, create a pilot program that will 
give you and a good idea of what your 
system would look like if you scaled it 
up, and gather data toward a full-scale 
deployment in the future. Vendors can 
also use the information from these 
tests to improve their offerings, which 
will benefit both seller and buyer. 
"What's going to happen is that in 2013 
or 2014, it's going to be more about 
testing and learning," says Sharma. 
"You'll see a lot of commentary on that. 
And then as an outcome, you'll start to 
see best practices being implemented 
in the products and the deployments 
themselves, along with vendors real- 
izing it's not just load balancing, policy 
enforcement, or security on demand." 



But in addition to testing the perfor- 
mance, you also need to be prepared 
for potential issues that might occur in 
the future. One such issue is security, 
but there are a few different ways to 
look at it. For instance, with software- 
defined networking, it's conceivable 
that an attacker could get to your cen- 
tralized controller, hack it, "and then 
have access to the entire network," 
says Sharma. On the other hand, by 
separating the control and data planes, 
he says you could argue that "you 
couldn't just tap into one port and 
figure things out - you'd have to jump 
around a bit." 

Potential security issues coupled 
with the difficulty of implementing a 
relatively new technology make it ab- 
solutely essential to test SDN or any 
other software-defined solution before 
expanding it to the rest of the com- 
pany. "This is going to bring more re- 
quirements for security and it's going 
to bring about more requirements for 
diagnostic tools," says Sharma. "It's 
one thing to tell a network to do some- 
thing, but you have to have tools to 
monitor and see if that policy is being 
enforced. Am I really getting that 
bandwidth, SLA, or latency as I pro- 
visioned? While [SDN] sounds great, 
until it is proven to be plug-and-play, 
you have to test and measure it." 

NOT A FIT FOR ALL 
COMPANIES RIGHT NOW 

Sharma says that because software- 
defined standards are "still evolving, it 
will be probably be a data center that is 



tech-savvy with CIOs and network en- 
gineers that don't mind going through 
a few hurdles." As he explained, soft- 
ware-defined solutions aren't currently 
as easy and aren't plug-and-play, so 
it will take quite a bit of testing and 
monitoring to make sure the system is 
performing correctly. Still, software- 
defined solutions will eventually have 
a place in businesses of all sizes, even 
if it will need to be delivered via the 
cloud or other means. For that reason, 
it's important to test the technology so 
you aren't out of the loop when it goes 
mainstream. 

"As these technologies mature, they 
will become the norm for all indus- 
tries, but smaller organizations become 
less and less likely to operate the tech- 
nology on premises," says Cousins. 
"The benefits of software-defined solu- 
tions are agility and cost. While there's 
no compelling reason to be an early 
adopter, it's worth being an early ex- 
perimenter and plan these changes 
around the technology refresh cycle." 

According to Peters, SDN is a "mas- 
sively trendy" term that "means ev- 
erything and nothing simultaneously. 
You need to be very careful on the user 
side," he says, "that the vendor you're 
speaking with isn't just defining it in 
terms of their particular software-de- 
fined offering, but as a general perspec- 
tive on the fact that software is not only 
going to provide functionality to com- 
modity components, but is also going 
to provide the sort of flexibility and the 
ability to take advantage of different 
tiers and capabilities." 
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Make Social Media Work 



Improve External & Internal Relationships 



Social media is extremely popular 
in the consumer space, evidenced 
by the fact that Facebook has more 
than 1 billion active monthly visitors 
and Twitter just recently surpassed 
500 million total users. Businesses 
have gotten into the act as well by 
offering promotions via social media, 
building company Facebook pages, 
and generally finding new ways to 
reach out to customers. But there are 
questions that many small- to me- 
dium-sized businesses continue to 
ask: "Are we doing enough?" and 
"How can we integrate social media 
into our daily business processes?" 



While there are no easy answers to 
these questions, there are some new 
approaches to social media usage, 
and there are new technologies de- 
signed to make social networks fit 
more appropriately into the busi- 
ness world. Furthermore, if you align 
some of these new potential use cases 
with your company's size, reach, and 
overall business goals, then you'll be 
able to take full advantage of social 
media services to strengthen customer 
relationships, increase sales, build out 
your various brands, and improve 
employee collaboration inside the or- 
ganization. 



BASE THE USE CASE ON 
YOUR COMPANY'S SIZE 

Facebook is great for local busi- 
nesses because they can interact 
directly with customers and offer tar- 
geted promotions without spending 
additional money on advertising. 
Twitter is an obvious fit for larger 
corporations because they typically 
already have significant brand rec- 
ognition and many users will follow 
them based on an existing relation- 
ship with the company's products. 

SMBs often fall into a gray area 
where perhaps they are not small 
enough to focus on users in a single 



Key 
Points 



Companies of all sizes can 
benefit from using some 
form of social media, but 
use cases will vary be- 
cause they are dependent 
on different businesses' 
individual goals. 



Business-oriented social 
networks are great for 
recruiting new talent, 
finding sales contacts, 
and establishing your 
company as an expert in a 
specific industry. 



Internal social networks 
work well for improving 
employee collaboration. 
They can take the best 
concepts from public 
social media and retool 
them for business use. 



Social media management 
platforms provide a solid 
social presence. In addition to 
reaching out to customers more 
efficiently, such platforms also 
gather data that can inform 
crucial business decisions. 
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"Let's say I'm a medium to large organi- 
zation, and I have a lot of different Twitter 
streams, and they're separated by geog- 
raphy; I have a Canada one, U.S. one, etc. 
If I have a couple dozen of those Twitter 
streams and want to push the same 
promotional message out to all of them, 
with the ad-hoc method I would have to 
sign into each one of those accounts and 
update the message. With an SMMP, you 
can simultaneously post out a status 
update to multiple social media networks 
or specific Twitter handles, so there's a 
real time-saving aspect to that." 

Ben Dickie 

consulting analyst, Info-Tech Research Group 



city, but aren't big enough to get mil- 
lions of Twitter followers simply by 
opening a Twitter account. However, 
that doesn't mean SMBs should avoid 
social media; in fact, social media can 
be used as a way to "level the playing 
field," according to Ben Dickie, 
consulting analyst with Info-Tech 
Research Group ( www.infotech.com ). 

"Traditionally, if I was at a com- 
pany, had a limited marketing spend, 
and needed to get my message out 
there, it was really hard for me to 
break through via traditional media 
spending at the same level as bigger 
players that had a lot more money to 
spend on television and print adver- 
tising," says Dickie. "Because anyone 
can tap into social media, this really 
allows SMBs to reach a much larger 
and potentially diverse audience, both 
in terms of geographies and demo- 
graphics, at a lower cost." 

Jenny Sussin, senior research analyst 
at Gartner ( www.gartner.com ) , says that 
one men's clothing retailer, Bonobos, 
used social media to its advantage and 
was able to use Twitter to boost its 
reputation and business. "One of the 
things that they credit to their growth 
is their active use of social networking, 
particularly on Twitter," she says. 
"What they do is they're able to provide 
their customers with Twitter-based cus- 
tomer service and lets their customers 
know that it's a channel they can reach 
out through." Using Twitter, Bonobos 
was able to provide improved and 
more direct customer service, which led 
to an increase in Web traffic and rev- 
enue of about 65%, according to Sussin. 

UTILIZE BUSINESS-CENTRIC 
SOCIAL MEDIA SERVICES 

Even if you're trying to avoid 
Facebook and Twitter or you already 
have a solid presence on those net- 
works, there are business-oriented 
alternatives designed specifically for 
professionals. Linkedln is one example 
of a business social networking site that 
companies have found to be "a very 
good source for finding talent," says 
Sussin. She says a lot of companies will 



even invest in paid Linkedln packages 
that allow HR employees and recruiters 
to dig deeper into profiles and find the 
right people for open positions. 

But sites such as Linkedln can also be 
used for other purposes. For instance, 
you can search for companies and con- 
tacts within those companies for sales 
purposes. "Thiink about the perspective 
of a sales person," says Dickie. "It used 
to be that when I was prospecting and 
trying to find good companies or good 
contacts, a lot of manual work went 
into that. Certainly, I could purchase 
lists with contact names and whatnot, 
but often those were unreliable and 
they were fairly expensive. As a sales 
representative, I can now use Linkedln 
to find qualified companies as well as 
qualified individuals within a company 
that I can target with my sales efforts." 

And the use cases don't end there. 
Linkedln also has groups that compa- 
nies can join to discuss industry-related 
issues and help businesses "establish 
themselves as a subject matter expert" 
in a given space, according to Dickie. 
For instance, a software vendor could 
join a group, provide "implementa- 
tion advice and general best practices," 



and then insert "soft sell points into 
those conversations as well," he says. 
It's a subtle marketing tactic that helps 
build your company's reputation and 
because you're using a professional so- 
cial networking site, you know you're 
reaching the best possible audience for 
your products. 

ESTABLISH AN INTERNAL 
SOCIAL NETWORK 

Dickie doesn't recommend that 
companies use public social networks 
such as Facebook and Linkedln for 
employee collaboration, but he does 
point out that there are internal op- 
tions companies can purchase from a 
variety of large vendors for just such 
a purpose. Dickie says many compa- 
nies are pulling concepts from social 
media, such as profile pages and ac- 
tivity streams, and placing them in in- 
side the office so employees can keep 
up-to-date on activities. He says using 
these companies within the organiza- 
tion can help improve productivity and 
"facilitate better knowledge sharing" 
between employees. 

Sussin agrees and says that sharing 
ideas and identifying experts within 
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"Contextualization is really where we're 
moving both internally and externally 
It's getting this single view and single bit 
of company knowledge that we represent 
ourselves as a collective brand vs. within 
our silos. With sales and marketing we're 
seeing this take off, but it could be 
applicable to HR and IT, especially when 
you get into engineering and product 
development and start to talk about idea 
management." 

Jenny Sussin 

senior research analyst, Gartner 



the organizations are actually major 
components of internal social collab- 
oration solutions. "One of the most 
time-consuming tasks for people in an 
organization is actually identifying the 
expertise you need in order to solve a 
business problem, " Sussin says. But 
using an internal social network, you 
can overcome that challenge. 

For instance, if a customer asks a 
question and you need to find someone 
inside the company who can answer 
it, you can post that question and tag 
it with a specific topic. Then, all of the 
people in the organization that follow 
that tag would be able to answer your 
inquiry and give you almost instanta- 
neous feedback. 

SOCIAL MEDIA MANAGEMENT 
PLATFORMS 

Perhaps the biggest advancement in 
the business social media space is the 
availability of SMMPs (social media 
management platforms). These plat- 
forms allow you to not only manage 
multiple social media profiles more 
efficiently and post the same message 
to every profile you own, but also cull 
information from social networks that 
can be used to make a wide variety 
of business decisions. But before you 
jump headfirst into SMMP implemen- 
tation, Sussin warns that there isn't a 
one-size-fits-all solution for every busi- 
ness and every use case. 

For instance, she says, "there are 
different needs in social media for 
marketing than there are in customer 
service." With marketing, you want to 
be able to "identify trends, promote a 
new product, or do some reputation 
management to set the record straight," 
Sussin says. For customer service, you 
want to be able to tie social media posts 
to customer files, so you can track in- 
dividual users and number of com- 
plaints. For each of these use cases, 
you need a different SMMP solution. 
But, Sussin adds, it's not uncommon 
for companies to have three or four 
SMMPs at one time. 

Dickie says another popular use for 
SMMPs is with social media listening. 



"Let's say I launch a new product and 
I'm interested to see how the mentions 
of that product are performing in the 
social media space," he says. "I can 
use one of these SMMPs to quickly 
aggregate the number of mentions of 
that product and give me, in a dash- 
board, a snapshot of whether that ac- 
tivity is trending up or trending down. 
Are most of the people talking about 
my product on Facebook? Are they 
in North America? Are they male or 
female? SMMP provides that sort of 
demographic analysis." 

Dickie recommends that any com- 
pany "from large to small that is se- 
rious about having a social media 
presence, should be using an SMMP." 
Sussin agrees that companies should 
use SMMP solutions, but points out 
that the free or freemium versions 
are often limited and that it's a better 
idea to take advantage of paid ver- 
sions from respected vendors. Dickie 
adds that a ballpark figure for an SMB 
that wants to implement one or mul- 
tiple SMMPs is roughly $60 to $120 a 
month. And he says that because there 
are so many solutions on the market, 
they are priced competitively. 

SOCIAL MEDIA IN THE FUTURE 

Sussin recommends that companies 
start embedding social applications 



within legacy applications. This idea 
goes back to having a system in place 
where you can post an inquiry with a 
specific tag that experts in your organi- 
zation can see and respond to. 

"Now, imagine all of the conversa- 
tions around a specific prospect can 
take place within a prospect record," 
says Sussin. "That's what a lot of com- 
panies are trying to do now. They're 
trying to embed these enterprise so- 
cial networking conversations within 
the legacy applications, so that there's 
context behind all of this content." 
Sussin adds that companies need to 
make sure their "social marketing ef- 
forts mirror their email marketing and 
direct marketing efforts" as well as 
"TV and billboard advertising." For 
Sussin, the future of social media in 
business is in the level of integration, 
which she sees a lot of companies em- 
bracing already. 

Dickie agrees integration is key, 
and says organizations also need 
to use social media data more to in- 
form business decisions and shape 
the company's future. "As we sit in 
here in 2013, a lot of companies have 
yet to capitalize on the value of social 
analytics to their organization," says 
Dickie. "Just the immense amount of 
consumer information that's out there 
is a gold mine waiting to be tapped." 
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Virtual Machine Backup 

What You Should Know 



Every company understands how 
important it is to back up mission- 
critical data or even archive emails 
for future reference. Backups are not 
only crucial for disaster recovery pur- 
poses, but also for the long-term busi- 
ness continuity requirements of your 
company. With the recent growth in 
virtualization as a way to maximize 
resources and implement consolida- 
tion measures, companies will need 
to change the way they think about 
backups. Now, more than ever, it is 
necessary to consider your virtualized 
assets when deciding what to back up 
and how. 

'The big thing that's changed rela- 
tively recently is the criticality of what 
we're virtualizing," says Dave Russell, 
research vice president at Gartner (www 
.gartner.com ). "It's really the impor- 
tance of the payload of the data. A few 
years ago, it might well have been test 
and development data that was being 



virtualized, but now it's the production, 
mission-critical workload; the things 
that we normally would've protected in 
the past on physical machines.'' 

For that reason, it's important to 
come up with a VM (virtual machine) 
backup policy that is equal to your 
policy for traditional data backups. 
You need to prioritize virtualized data 
and applications just as you would 
data stored in a more physical envi- 
ronment or else you may not be able 
to fully restore your critical systems 
in the event of a temporary outage 
or widespread failure. We'll discuss 
a few of the best practices you can 
follow when backing up your VMs. 

UNDERSTAND YOUR 
ENVIRONMENT & 
BACKUP NEEDS 

The important thing to remember 
about virtual machine backup is that 
it isn't exactly the same as traditional 



backup environments and that "doing 
business as usual from a backup per- 
spective won't typically work effec- 
tively in a virtualized environment," 
says Russell. He explains that one of 
the biggest problems facing companies 
today is the sheer amount of solutions 
on the market that are specifically built 
for smaller implementations. For in- 
stance, you may start with a small pilot 
project and your "virtualization admin- 
istrator can download a tool and feel 
very confident it's going to work," he 
says, but once you start to deploy 300 or 
500 virtual machines at the same time 
and reach critical mass, "the cracks will 
start to show." 

Russell also points out that tradi- 
tional backup is a resource-intensive 
process that can fill up your input and 
output streams as can other resources 
such as CPU and memory. Because vir- 
tualization is all about maximizing ef- 
ficiency and putting numerous virtual 
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'The beautiful thing now with 
virtualization is that it's basically an 
encapsulation of the data and actual 
compute cycles, so you can replicate 
that and even recover it elsewhere. 



Your investment in backup and disaster 
recovery now extends beyond where 
we were in the past/ 7 

Dave Russell 

research vice president, Gartner 



machines on one physical server, it can 
lead to overloading your equipment. 
If you were to implement 20 VMs on 
one physical machine, stack or in- 
crease the density of the VM images, 
and then try to back it up with 10% 
of your resources, you would be "over- 
subscribed by 200%," says Russell. You 
need to make sure you have systems 
in place that can handle that amount 
of traffic and prevent overtaxing 
your infrastructure. 

Another key to successful VM 
backup is to consider what you'll 
need to protect in the future. Rather 
than focusing on the here and now, 
you'll need to project where you see 
your company a year or more from 
now. One solution may work per- 
fectly fine with five virtual machines, 
but as you grow to 50, 500, or 1,000 
machines, Russell says, you have to 
determine who's going to be respon- 
sible for them. From there, you have 
to decide what types of plug-ins, ap- 
plications, and reporting tools, you'll 
need. That's where doing your due 
diligence upfront will really pay off. 

CHOOSE THE RIGHT 
SOLUTION 

When choosing a virtual machine 
backup solution, most any program 
will do in the short run, however 
it is important to choose a solution 
that will meet your company's needs 
over a long period of time. Russell 
compares the process of choosing a 
VM backup solution to buying a car. 
"Any car can seem great one day," he 
says, "but what do you really need 
from it over a long period of time?" 

Some backup solutions are 
wizard-like and walk you through 
the selection process. Others, Russell 
says, "will require encoding from 
the ground up." Your company's 



backup needs and staff expertise 
will likely dictate whether you'll 
need a fully formed solution or 
something more customizable. 

You'll also want to consider di- 
saster recovery and other factors 
when shopping for backup solutions. 
You may be able to store VM im- 
ages on a server, but will you be able 
to access them immediately if your 
company experiences an outage? 
Russell recommends finding a so- 
lution that lets you make the target 
location (where you're writing the 
virtual machine) a cold standby 
server for your company to use in 
case of an outage. That means that if 
there's a failure of any kind in your 
primary system, you essentially have 
an up-to-date replacement waiting in 
the wings. 

As with any technology invest- 
ment, cost will always be a factor. 
It's important to speak to vendors to 
figure out how they charge for their 
services and whether they are com- 
patible with your internal systems. 
Russell says that some vendors offer 
a free backup capability in their hy- 
pervisors, but just because they're free 
"doesn't mean that they will meet 
your requirements." Some vendors 



also charge by the socket or by the 
terabyte, so Russell says "you'll need 
to feel what type of model is going to 
work for you at scale when you de- 
ploy it throughout the environment." 
The more accurate you are with your 
projected number of virtual machines, 
the better chance you have of not over- 
paying for a solution. 

MAKE A BACKUP SCHEDULE 
& STICK TO IT 

Once you have a backup solution 
in place, you can't simply set it and 
forget it. You need a game plan that de- 
tails the systems you need to back up 
and how often. "The frequency really 
depends on several things but most 
fundamentally the criticality of the data 
and the change rate of the data," says 
Russell. "With some systems, the new 
and modified data is pretty infrequent, 
so you could argue that you only need 
to protect them once a week. Other sys- 
tems are either so important or are 
being added to and extended on such 
a regular basis that maybe snapshot- 
ting them once an hour may be appro- 
priate." You can save money as well 
as crucial resources by backing up 
only what is necessary and following a 
strict policy. 



You need to prioritize virtualized data and applications just as you would data stored 
in a more physical environment or else you may not be able to fully restore your 
critical systems in the event of a temporary outage or widespread failure. 
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Cloud Computing 



Terms To Know 



Cloud computing is a confusing 
technology for many companies, be- 
cause there are so many definitions 
out there. Add to that the fact that 
vendors release new cloud services 
with new, more complicated features 
on a regular basis and it can be dif- 
ficult to keep up. We'll give you defi- 
nitions of some of the most common 
terms used in cloud computing, so 
you'll have a better understanding of 
the technology you plan to implement. 

CLOUD COMPUTING 

In a cloud computing environment, 
users can access computing resources 
(hardware and software) that are de- 
livered as a service over a network. 
When you use the cloud, your data 
resides on servers in a remote loca- 
tion, and you can access your data 
using cloud-based applications via a 
Web browser or mobile app. There 
are four cloud computing deployment 



models: private, community, public, 
and hybrid. 

Private clouds are housed within a 
company's data center or hosted at an 
offsite location. Only the company and 
users with express permission can ac- 
cess data stored on a private cloud. 

A community cloud is a cloud envi- 
ronment that serves multiple entities 
based on shared interests. Its goal is to 
reduce costs and IT overhead for the 
organizations involved, and it is typi- 
cally run by one or more of the enti- 
ties using the community cloud. For 
instance, a community cloud vendor 
could offer its service to automobile 
manufacturers or financial institu- 
tions and provide industry-specific 
solutions that appeal to those compa- 
nies. Instead of hoping that a widely 
available public cloud will meet your 
company's needs, you can opt for a 
community cloud tailored specifically 
for your business. 



Public clouds are widely available to 
the general public and are often accessed 
via a Web browser or other portal. Be- 
cause they are public in nature, a user 
can store his data on the same hosted 
server as another user, which makes it a 
risky proposition for enterprises. 

A hybrid cloud is a combination of 
public and private offerings. So, for in- 
stance, you could host critical applica- 
tions and data on a private cloud for 
security purposes but host other, non- 
critical data and applications on a public 
cloud for a potentially lower cost. 

CDN (CONTENT 
DELIVERY NETWORK) 

If your company has locations scat- 
tered across the United States, or even 
the world, your employees may en- 
counter trouble periodically when 
trying to quickly access data from an- 
other location. A CDN is designed 
to solve that problem. It is a server 
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setup that maintains copies of your 
data at different points so employees 
or clients can access that informa- 
tion quickly from whatever location 
is closest. 

CLOUD MIGRATION 

When you move your company's 
applications and data to a public cloud 
environment, the process is called 
cloud migration. The process of cloud 
migration varies depending on the 
size of the company (and number 
of users affected), the number and 
types of services to be migrated, and 
the amount of data moving to the 
cloud. Migrating data storage in a large 
enterprise, for example, can take up 
to a year, while migrating email and 
productivity services can take a quarter 
or less. 

CLOUDBURSTING 

If an application running within the 
company or in a private cloud envi- 
ronment reaches its operating peak 
and demands more capacity, you can 
use cloudbursting to extend that ap- 
plication into a public cloud and 
take advantage of additional com- 
puting resources. Some businesses 
turn to cloudbursting during the 
holidays or particularly busy periods. 
Cloudbursting is controversial, with 
some experts suggesting it is inefficient 
and potentially insecure; they often rec- 
ommend that companies secure extra 
capacity as part of their cloud capabili- 
ties at the outset rather than requesting 
extra capacity on the fly. 

CLOUDWASHING 

Some vendors will rebrand an ex- 
isting product or service (even if it 
has no cloud-based components) and 
host that product in the cloud so as 
to cash in on the popularity of cloud 
computing. Vendors can simply apply 
a few changes or innovation to a pre- 
viously released product or service, 
host it on a cloud platform, and claim 
that it's a new cloud offering. The 
vendor may even charge more for 
this "new" solution, which is why it's 



important to exercise due diligence 
before signing up for a service. 

COMMUNITY CLOUD 

A community cloud is a cloud envi- 
ronment that serves multiple entities 
based on shared interests. Its goal is 
to reduce costs and IT overhead for 
the organizations involved, and it is 
typically run by one or more of the en- 
tities using the community cloud. For 
instance, a community cloud vendor 
could offer its service to automobile 
manufacturers or financial institu- 
tions and provide industry-specific 
solutions that appeal to those compa- 
nies. Instead of hoping that a widely 
available public cloud will meet your 
company's needs, you can opt for a 
community cloud tailored specifically 
for your business. 

ELASTIC COMPUTING 

Elastic computing is similar to 
cloudbursting in that it is designed to 
provide additional capacity during 
periods of peak usage. However, the 
"elasticity" occurs within the same 
cloud; companies don't need to burst 
out to other cloud environments, re- 
moving the inherent security risks 
associated with cloudbursting. Most 
cloud vendors add flexibility and elas- 
ticity to their solutions so customers 
can increase or decrease the available 
capacity and other resources as needed. 
This ensures that companies aren't 
paying for extra, unused capacity. 

MIDDLEWARE 

In some cases, organizations move 
data and applications to the cloud 
while keeping others in-house. If cer- 
tain applications that are moved to 
the cloud are designed to work with 
applications that are still on-premises, 
there is the potential for problems. 
Middleware addresses this concern 
by sitting in between the cloud and 
your data center to make sure that 
data can be accessed by both parties. 
This also ensures that applications can 
communicate with one another and 
share data as necessary. 



MULTITENANCY 

A concept central to cloud com- 
puting, multitenancy occurs when soft- 
ware and services physically reside on 
one set of servers (for instance, those 
belonging to a public cloud service pro- 
vider) but are made available to mul- 
tiple entities referred to as "clients" 
or "tenants." The concept is not new 
to cloud computing and has roots in 
thin client environments where people 
use terminals to access software that is 
running on a mainframe system. What 
makes multitenancy different and vital 
to cloud computing is that it can en- 
able users to customize the software or 
service they are using and to securely 
store data associated with that software 
or service. 

ON-DEMAND SERVICE 

On-demand services provide more 
flexibility than SLA (service-level 
agreement)-based alternatives, be- 
cause you can purchase cloud services 
as needed rather than paying for a set 
amount of long-term capacity upfront. 
On-demand services are ideal for busi- 
nesses that need a temporary boost in 
cloud resources, because they can opt 
out of the service when capacity needs 
return to a normal level. 

SOMETHING AS A SERVICE 

When a piece of technology is of- 
fered 'as a service,' it is hosted in a 
third-party vendor's data center and 
can be accessed by the customer via 
the cloud. The three most common of- 
ferings are software, platform, and in- 
frastructure as a service. SaaS usually 
consists of email systems, CRM soft- 
ware, or other applications. PaaS offer- 
ings provide databases, toolsets, and 
other solutions that are key to running 
multiple applications or systems a step 
above the SaaS level. And IaaS includes 
servers, storage solutions, virtual ma- 
chines, and other hosted equipment 
that is crucial to running a business. 
You may also see the term XaaS, which 
stands for Anything as a Service, or 
hear about Everything as a Service. 
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Why Tape Remains 
Relevant 

Cost Savings & Other Benefits Keep Tape Viable 



Like many companies, it's possible 
yours takes advantage of tried-and- 
true tape storage for data backup 
and archival purposes. According to 
a 2012 memo from representatives 
of numerous leading tape providers, 
however, tape's role is " dramatically 
expanding/' including in the areas of 
big data, cloud computing, and high- 
performance computing. "Explosive 
data growth and shrinking IT bud- 
gets are putting pressure on com- 
panies to find innovative storage 
solutions to meet their organiza- 
tional demands," the memo reads. 
"Increasingly that means tape, thanks 
to its significant cost advantages, reli- 
ability, and continued innovations 
improving tape's capacity, speed, and 
ease-of-use." The following explores 



why tape remains relevant today and 
how companies are using tape. 

THE EVOLUTION OF TAPE 

Tape has come a long ways since its 
beginning. Released in 1952, the first 
magnetic tape drive for storing com- 
puter-generated data was a 935-pound 
device that stored a mere 2.3MB of 
data. Further, fewer than 20 compa- 
nies and organizations were using tape 
storage that year. Today, tape capaci- 
ties hit 4TB (roughly 2 million times 
the 1952 capacity) on cartridges some 
900 pounds lighter. Although count- 
less companies use tape now, due to 
advantages that disk-based storage of- 
fers over tape (including speed), some 
pundits predict tape's time is running 
out. But is this really the case? 



"There certainly is a lot of pop- 
ular mythology about tape being 
archaic or dead," says Mike Kahn, 
The Clipper Group ( www.clipper.com ) 
managing director. "Simply put, tape 
is alive and well and cost beneficial 
for many uses, mostly in archiving." 
Although tape is also used for 
backup, its main use now and ahead 
is storing valuable data for long du- 
rations, he says. Whereas backup is 
about backing up data and files as a 
precautionary measure, he says, ar- 
chiving entails saving data "for a long 
time and usually at the lowest pos- 
sible cost per item or per megabyte." 
Tape remains relevant because it costs 
significantly less per unit of storage 
than other storage types while of- 
fering "reasonable performance for all 
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"In providing a different media, tape 
protects against any systematic problems 
that might affect disk." 

David Hill 

principal, Mesabi Group 

Tape may have lost some relevance, but 
social media "may be the segment that 
saves tape." 

Mike Karp 

vice president, Ptak, Noel and Associates 



but the most time-sensitive retrieval 
requirements/' Kahn says. 

Mike Karp, Ptak, Noel and Asso- 
ciates ( www.ptaknoel.com ) vice president, 
believes tape has lost some relevance 
due to difficulties associated with man- 
aging tape media and tape's speed 
compared to D2D (disk-to-disk) tech- 
nologies. Still, he says, tape represents 
a "terrific value" for some archiving 
solutions where low-cost storage is a 
chief consideration and speed of re- 
covery is less important. David Hill, 
Mesabi Group ( www.mesabigroup.com ) 
principal, meanwhile, says tape will 
continue to play a role in backup and 
recovery as a second- or third-level op- 
tion due to its cost advantages but also 
because it offers "biological" diversity. 
"In providing a different media, tape 
protects against any systematic prob- 
lems that might affect disk," he says. 

THE BENEFITS OF TAPE 

Among the advantages tape offers 
over disk storage, Hill says, is that of- 
fline tape is "protected from logical 
problems, such as viruses, that can 
plague online disk." Tape can also 
offer energy-related benefits, he says, 
as tape at rest uses no energy; that is 
unlike disks that are constantly spin- 
ning in a disk array always consuming 
energy. Hill cautions, however, that 
"tapes can only be used for certain 
purposes, and energy savings don't 
outweigh the business imperatives 
that often require the use of disk, even 
though it is less energy-efficient." 

Another tape benefit involves its 
physical makeup. Disk storage in- 
volves disk heads that float above 
spinning platters, while tape heads 
are stationary and tape moves across 
the heads in one dimension, Kahn 
says. Additionally, tape vendors are 
working on future densities reported 
to approach 128TB on a cartridge, 
roughly 32 times what's now avail- 
able. Disks, meanwhile, might double 
capacity roughly once every three 
years or so, he says, and therefore 
"tape's future seems to be a little 
more certain than disk's." 



What's most important for compa- 
nies to understand, Kahn says, is the 
life span of an ATL (automated tape 
library) compared to that of an all- 
disk solution. "ATLs will last for de- 
cades if maintained," he says. "Yes, 
you may buy new drives every 3 to 6 
years to take advantage of increased 
densities, but these are modest costs. 
Tape cartridges clearly can be used for 
10 years and likely much longer than 
that." However, whether scaling up 
or scaling out, most disk arrays come 
with a typical three-year warranty, 
he says, "after which it usually is less 
expensive to replace the entire array 
than it is to continue to maintain it at 
off-warranty maintenance pricing." 

Kahn says tape actually can stream 
data faster than disks, "which is 
very valuable when bringing back 
large files." Additionally, it's now 
possible to store and access files on 
tape using LTFS (Linear Tape File 
System) technology, he says. Simply 
put, this means "each cartridge looks 
like a mountable file system, with 
a file index (directory) in a parallel 
track next to the data tracks. When 
you mount the cartridge, the index 
is loaded and discrete files can be ac- 
cessed directly," Kahn says. 

THE FUTURE 

Looking ahead, Hill says, it's pos- 
sible a new (perhaps holographic or 



quantum-based) technology might re- 
place tape, though nothing seems likely 
to do so "totally within the next decade, 
at the very earliest." Application- wise, 
Hill says tape could serve a role in some 
big data applications that require re- 
taining a lot of data in-house for infre- 
quent sequential analyses of historical 
data. Tape could also play a big role in 
cloud computing, he says, "as the last 
line of defense for backup and disaster 
recovery, for active archiving where 
tape-retrieval times are satisfactory, and 
for deep archiving where you hope to 
never have to see the data again." 

Karp says although big data might 
offer some opportunities (including 
long-term storage) for tape, most 
analytics associated with big data re- 
quire very rapid input /output, which 
is tape's weak point. Further, as more 
analytics associated with big data focus 
on preemptive vs. reactive approaches, 
"the ability to stream or otherwise in- 
gest data at the highest possible rate 
will become more and more impor- 
tant." Social media, however, "may 
be the segment that saves tape," Karp 
says. "Governmental regulations and 
corporate governance typically require 
most if not all companies to keep track 
of all messages associated with the 
business, irrespective of what the mes- 
sages' original format actually was." 
Here, tape may provide a long-term 
value, he says. 
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Wireless Network 
Optimization 

Improve Throughput & Coverage In Your Office Space 



So, just how important is your busi- 
ness's wireless network? Many ex- 
perts believe it has become every bit as 
vital as your company's wired network, 
if for no reason other than demand. 
Organizations ' wireless networks are 
increasingly being called upon to sup- 
port the steady influx of mobile devices 
brought in by employees, customers, 
and guests without any network hic- 
cups. Moreover, employees now expect 
to seamlessly use the applications re- 
quired to do their jobs without the phys- 
ical constraints of a wired network. 

For many companies, ensuring that 
the wireless network can deliver the 
level of reliability and speed employees 
want and need means optimizing the 
network in any number of ways. The 
following details various approaches 



companies can take, particularly compa- 
nies with operations in large offices and 
throughout entire buildings. 

ASSESS THE SITUATION 

How does a company determine if 
its wireless network requires any form 
of optimization? Asking employees is a 
good place to begin. Although it's pos- 
sible some users will have acclimated to 
poor wireless performance and believe 
it is actually the norm, most mobile- 
savvy workers today know slow, er- 
ratic wireless connectivity when they 
experience it. Thus, companies can learn 
a great deal from asking employees to 
identify specific conditions that exist 
concerning the wireless network, such 
as the locations of dead spots and slow 
or spotty access. 



Companies should also ask employ- 
ees about how the corporate wireless 
network works with specific applica- 
tions. Are there issues with specific pro- 
grams they regularly rely on to get their 
jobs done? Do certain mobile apps re- 
quire a consistent wireless connection 
to function well? Is coverage lacking in 
areas where wireless is vital? Such ques- 
tions will reveal information related to 
wireless usage patterns in the office. 

Overall, says Peter Jarich, vice presi- 
dent of consumer and infrastructure 
services with Current Analysis ( www.cur 
rentanalysis.com ), sizing up the current 
wireless network " really comes down 
to do you have the right kind of ca- 
pacity in the right places for the applica- 
tions you want to use? It really begins 
with what are those applications, and 
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'The way the network is used dictates 
how you figure out there is a need 
for an upgrade." 

Chris DePuy 

analyst of wireless LAN research, Dell'Oro Group 



'That's why things like upgrading infra- 
structure, upgrading clients, segmenting 
traffic bubble up to the top because they 
give you the biggest bang for the buck. 



then what has been the experience of 
your users?" 

Chris DePuy, a DelFOro Group ( www 
.delloro.com ) analyst covering carrier IP 
telephony, wireless LAN, and wireless 
packet core market research, concurs. 
"The way the network is used dictates 
how you figure out there is a need for 
an upgrade," he says. If the company 
uses its WLAN for primary access as 
opposed to backup or secondary ac- 
cess, for example, "then WLAN infra- 
structure should be beefed up," he says. 
Elsewhere, DePuy adds, companies 
should pinpoint whether employees ac- 
cess data from largely inside the prem- 
ises on servers or outside the premises 
in an as-a-service manner, as well 
whether the data and services are acces- 
sible through other means if the WLAN 
fails, such as a cellular connection. 

DO SOME REARRANGING 

Some companies may be able to im- 
prove the signal strength of their wire- 
less network and potentially remedy 
dead spots that exist just by moving a 
WAP (wireless access point) or wireless 
router to a different location, such as a 
central location in the office. "Another 
way to improve network performance 
is to use controllers or cloud-based 
controller-less systems to help manage 
a medium- to large-sized number of 
access points," DePuy says. This may 
require upgrading to new access points, 
he says, but controllers and similar man- 
agement systems enable coordinating 
security policies, spectrum manage- 
ment, and (in many cases) guest access 
systems that the company can imple- 
ment quickly and on a large scale. 

Jarich also believes companies 
should investigate segmenting wire- 
less traffic. "Typically you hear about 
putting guests on a different network 
for security purposes, but whether it's 
guests or different offices, if you can 
segment the network and [impose] 
caps in terms of how that traffic is 
treated, you can enable that priority 
access to the people that need it," he 
says. Another option for companies 
that can afford it is hiring a company 




to conduct a site survey to ensure ac- 
cess points are optimally placed. There 
is no shortage of such companies, 
Jarich says, and the procedure can be 
of huge value to the company. It can 
also be expensive, he says, particularly 
for smaller enterprises. 

"If you have an unlimited amount 
of money, you can get a crazy-good 
wireless network," Jarich says, but com- 
panies have to prioritize cost against 
what it is trying to do and what its re- 
quirements are. "That's why things like 
upgrading infrastructure, upgrading 
clients, [and] segmenting traffic bubble 
up to the top because they give you the 
biggest bang for the buck," he says. 

MOVE TO 802.1 1N 

Arguably the most logical and ben- 
eficial way companies with an older 
wireless network can improve wireless 
performance is to upgrade the infra- 
structure from hardware using the 
802.11b/g standards to 802.11n. In ad- 
dition to the typical improvement in 
wireless range, moving to 802.1 In 
equipment will add a considerable 
throughput boost. In terms of com- 
patibility, 802. lln networks accom- 
modate the 802.11b/g clients that a 
company may still be using. DePuy 
further advises that if the current 
network uses only 2.4GHz channels, 



Peter Jarich 

vice president of consumer and infrastructure services, 

Current Analysis 



upgrade to a dual-mode wireless LAN 
system that also uses 5GHz channels, 
which newer mobile devices support 
and which offer "up to seven times 
more frequency available when com- 
pared to the 2.4GHz spectrum," DePuy 
says, adding that the 2.4GHz spectrum 
is "typically overloaded." 

Jarich says moving to an 802. lln net- 
work is the "first line of defense you're 
going to hear from everyone," but the 
second part of the story is "making 
sure that's matched on the client side of 
things." While the 802. lln network will 
support existing 802.11b/ g clients, those 
clients will access the network at slower 
speeds, he says, and "you're not going 
to get the most out of your network." 

POST INSTALLATION 

When considering how to optimize 
the wireless network, Jarich says com- 
panies should remember that doing 
so isn't a one-size-fits-all proposition, 
as different organizations have dif- 
ferent demands and include different 
business units. Whatever optimization 
measures a company takes, it should 
implement monitoring procedures af- 
terward to verify there have been ac- 
tual improvements to signal coverage, 
throughput performance, and power 
savings, and to verify that the improve- 
ments are ongoing. 
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A Virtualization Primer 

Abstraction Brought Into Focus 



You can't talk IT these days with- 
out talking virtualization. Put sim- 
ply, virtualization offers a way to 
get the most mileage out of existing 
resources. Instead of using phys- 
ical systems with X capacity each, 
virtualization lets you spread the 
computing and storage load across 
all your systems — or a cloud pro- 
vider's — as needed and without 
adding overhead. 

VM (VIRTUAL MACHINE) 

Virtual environments function 
by sharing one set of resources 
among multiple locations or nodes, 
making it appear that each node 
is operating with its own full set 
of resources. Each complete set of 
virtualized resources that runs on 
a mode is called a virtual machine. 
More specifically, a VM is a soft- 
ware package containing an oper- 
ating system and an application 



workload. Each VM "thinks" it is 
the sole OS and application set run- 
ning with dedicated resources on a 
single machine. 

One VM doesn't interfere or con- 
flict with others running on the 
same hardware, assuming there are 
enough processing and storage re- 
sources to share. Organizations can 
back up VMs in off-site locations for 
disaster recovery purposes; this prac- 
tice can speed up a return to service 
in the event of a disaster or other sig- 
nificant downtime. 

The master copy of a virtual 
machine, referred to as a "golden 
image," is used whenever a new 
copy of the VM is needed. For ex- 
ample, the golden image of a server 
VM should include a fully patched 
operating system and up-to-date set 
of applications so that it's ready for 
use at any time with minimal busi- 
ness interruption. 



APPLICATION VIRTUALIZATION 

With application virtualization, 
users access applications running 
on a central server or data center 
instead of on the users' individual 
computers. This can make for a 
more efficient use of resources; an- 
other benefit is that system admin- 
istrators can manage applications 
centrally rather than on each user's 
computer. Organizations that are 
considering making use of appli- 
cation virtualization should keep 
in mind that older, legacy software 
may not be certified as suitable 
for virtualization. 

CLIENT VIRTUALIZATION 

Client virtualization is simply 
the provision of virtual resources to 
users over the network. Client vir- 
tualization can "push out" services 
ranging from an application to an 
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entire disk image from a central- 
ized location. This can reduce ad- 
ministration overhead because users 
can enact changes and fixes via the 
server as opposed to the more tra- 
ditional deployment in which ad- 
ministrators must roll out changes 
and fixes to each client device. This 
server-hosted desktop visualiza- 
tion differs from the client-hosted 
variety, in which the desktop runs 
from a virtual machine or a sandbox 
stored on each user's computer. 

CLUSTERING 

Clustering involves spreading an 
IT system across multiple servers 
(a grid) in order to realize the ad- 
vantages of clustered computing. 
Virtualization allows administra- 
tors to spread the work over more 
or fewer physical systems as needed 
for efficiency, capacity, load balanc- 
ing, and more. Additionally, when 
IT takes a server down for mainte- 
nance, the other units in the grid can 
maintain application uptime. 

CONSOLIDATION 

Moving several systems' operat- 
ing systems and workloads to VMs 
running on a single, more powerful 
server is referred to as consolidation. 
Virtualization lets one system with 
higher processing and /or storage ca- 
pacity replace a variety of older serv- 
ers, thereby lowering energy, cooling, 
and capital outlay costs overall. 

DESKTOP VIRTUALIZATION 

This type of virtualization lets 
IT create a single, virtual desktop 
image, which users can then ac- 
cess from their individual nodes 
by browsing to a designated URL. 
Desktop virtualization allows for 
a consistent disk image that's easy 
to troubleshoot and maintain, un- 
like a physical installation that be- 
comes different on each and every 
user's computer. Also, desktop vir- 
tualization lets a user log in from 
a different machine when neces- 
sary. RDS (remote desktop services) 



is a kind of desktop virtualization 
that gives user nodes shared access 
to a server-based set of operating 
system and applications. 

HYPERVISOR 

Wherever virtualization is em- 
ployed, the hypervisor is the soft- 
ware that's in central to (and in 
charge of the most significant as- 
pects of) the virtualized environ- 
ment. The hypervisor runs on a host 
machine and is dedicated to running 
VMs on guest machines. It provides 
an abstraction layer between the 
hardware and any VMs running on 
it so that each VM appears to have 
access to its own processor, memory, 
operating system, and other re- 
sources, when in fact all of those re- 
sources are shared by the host. 

NETWORK VIRTUALIZATION 

In traditional scenarios, a net- 
work is connected by physical 
routers, switches, and other hard- 
ware. By contrast, network vir- 
tualization assigns some of those 
hardware capabilities to VMs, so 
that switches and routers, for ex- 
ample, are run as VMs instead of 
discrete hardware units. This can 
provide IT staff with remote access 
and other useful network manage- 
ment capabilities. 

SERVER VIRTUALIZATION 

Running software-based servers 
as virtual machines on one or mul- 
tiple hardware servers is known as 
server virtualization. As several vir- 
tual servers can coexist on one phys- 
ical machine, other physical units can 
enter power-saving states to reduce 
the energy consumption of the data 
center. Also, you can add new ap- 
plications as VMs without requiring 
a new, dedicated server for each. 
Server virtualization also reduces the 
number of devices needed, so main- 
tenance costs can decrease, as well. 
Finally, should a process fail, you can 
restore its backup VM to maintain 
business continuity. 



STORAGE VIRTUALIZATION 

Storage virtualization entails 
pooling storage that physically ex- 
ists across multiple devices so it ap- 
pears as "one big drive" to the user. 
As more capacity is needed, the pool 
can rapidly expand to other physical 
servers, all the while maintaining the 
appearance of being a single drive. 
Advantages of storage virtualization 
include the ability to leverage physical 
hardware from different vendors (and 
manage it centrally), plus cost savings 
as unutilized storage devices are pow- 
ered down. Storage virtualization can 
also eliminate bottlenecks and spread 
accesses over multiple devices. 

THIN CLIENT 

A thin client is a specialized com- 
puter with little local storage, dedi- 
cated to accessing virtual applications 
running on a server. Potential advan- 
tages of a thin client environment 
can include lower power require- 
ments, increased security, streamlined 
device management, and a longer 
client lifecycle. Possible disadvan- 
tages include performance lag dur- 
ing peak hours, as well as the fact 
that if the server is down, so are all 
the clients. 

THIN PROVISIONING 

Thin provisioning is the flexible 
allocation of storage based on current 
needs plus a thin safety margin. It 
leverages a "just enough" philosophy 
of freeing up unutilized resources 
that would otherwise be reserved for 
particular applications for long pe- 
riods of time. 

VIRTUAL SPRAWL 

"Virtual sprawl" describes a situ- 
ation in which there are more virtual 
machines than practicality would 
dictate. When virtual sprawl occurs, 
unnecessary VMs can clutter the 
system, which can hamper manage- 
ment efforts and prompt the pur- 
chases of additional hardware that is 
in fact not needed. 
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ENERGY-CONSCIOUS TECH 




The electronic 
devices that make 
our lives easier also 
produce some un- 
wanted side-effects 
on the environment. 
Fortunately, many 
consumer electronics 
manufacturers and 
businesses are work- 
ing to create products 
that keep us produc- 
tive while reducing 
energy demands to 
lessen our impact 
on the environment. 
Here, we take a look 
at the newest envi- 
ronmentally friendly 
technology initiatives. 



BATTERY DOUBLES ENERGY STORAGE 

>■ Researchers at the University of Cambridge have built a battery using nanostruc- 
tured carbon and sulfur, which they claim will double energy storage and reduce 
the costs of existing batteries constructed of lithium and metal oxides. The battery is 
more efficient and could be used in a variety of applications, such as electric vehicles 
and handheld devices as well as in the defense and aerospace sectors. The university 
plans to develop a machine that will produce its innovative battery cathodes and sell 
the product to major battery manufacturers, so consumers could see carbon-sulfur 
batteries in real- world applications in just a few years. 



OPEN SOFTWARE PLATFORM FOR MORE EFFICIENT 
ELECTRICITY USAGE 

> Fraunhofer-Gesellschaft, a German-based application-oriented research organiza- 
tion, has created OGEMA (Open Gateway Energy Management Alliance), which is 
designed to help customers keep track of electricity costs so they can plan accord- 
ingly. OGEMA is an open platform, so anyone can develop tools for a variety of 
uses. One such tool that the framework offers is an electricity tariff tracker that alerts 
customers as to the best times to run appliances and other electric devices in their 
homes or offices to save money. Another possible environmentally friendly option is 
to use an OGEMA app that lets a customer know when he should use onsite gener- 
ated renewable power 
or pull power from the 
grid for maximum ef- 
ficiency. OGEMA 2.0 is 
in the works and is ex- 
pected for release later 
this year. 



OGEMA (and the 
forthcoming OGEMA 2.0) 
helps customers match 
their usage patterns with 
the available energy 
supply and determine when 
to use grid-based electricity 
vs. onsite generated 
renewable alternatives. 
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AMERICA'S SOLAR 
GLOBAL MARKET 
SHARE HITS 11% 

>* The U.S. lags behind other coun- 
tries in terms of the total number of 
solar installations, but that trend is 
turning around according to GTM 
Research and the SEIA (Solar Energy 
Industries Association). The U.S. had 
11% global market share after in- 
stalling 3,313 megawatts of solar ca- 
pacity last year and could reach 13% 
global market this year. 

GTM Research's report breaks 
down 2012 growth into three catego- 
ries: residential, non-residential, and 
utility. The top five states with the 
most residential installations were Cal- 
ifornia, Arizona, Hawaii, New Jersey, 
and Colorado. California, New Jersey, 
Massachusetts, Arizona, and Hawaii 
topped the non-residential installa- 
tions category. And for utility instal- 
lations, Arizona, California, Nevada, 
North Carolina, and New Jersey were 
the biggest contributors. 



GREEN JOBS ARE 
ON THE RISE 
IN THE U.S. 

> The announcement of more than 
300 environmentally friendly projects 
in 2012 could result in the creation of 
an estimated 110,000 green jobs, the 
E2 (Environmental Entrepreneurs) 
reports. The power generation sector 
could provide more than 30,500 jobs, 
the manufacturing sector more than 
16,500 jobs, and the public transpor- 
tation sector would add 43,000 new 
jobs, among other sectors. If the pro- 
jections hold true, this is a good sign 
that green tech projects in the U.S. 
are on the right track. However, there 
is the potential that some of these 
projects will fail or not take off at all, 
which could lead to a drop-off in new 
job openings or the termination of 
newly created jobs. 




Idaho National Laboratory's centrifugal contractor lab extracts materials such as 
Europium, Dysprosium, and Terbium from recycled electronics. The Department of 
Energy hopes this approach will help prevent potential shortages. 



RARE EARTH MATERIALS 
IN CONSUMER ELECTRONICS 

> Your smartphone uses advanced technologies, but did you know it also 
houses rare earth materials that can be reused and repurposed? The U.S. 
DOE (Department Of Energy) and the INL (Idaho National Laboratory) 
are teaming up to crush old consumer electronics and mine their precious 
metals and materials. 

This approach is important because as the demand for smartphones, tab- 
lets, and other devices continues to grow, so does the demand from manu- 
facturers for rare earth materials. Increased demands can lead to resource 
shortages, which can in turn lead to unforeseen delays. But if the INL and 
DOE can recycle these materials, manufacturers can reuse them in other ap- 
plications and help prevent shortages. 



HOMES ARE BIGGER CONTRIBUTORS TO SUMMER 
ELECTRICITY WOES THAN BUSINESSES 

>- Enterprises and data centers seem to shoulder much of the blame when 
it comes to using too much electricity during the summer months. A U.S. 
Energy Information Administration report, however, shows that residential 
electricity users deserve to share the guilt. In fact, the report reveals that 
while facilities in the industrial sector can reach peaks as high as 18 billion 
kilowatt-hours during the summer, the residential sector can reach 67 bil- 
lion kWh. Combining the 31 billion kWh peak for the commercial sector 
with the 18 billion kWh industrial, the total (49 billion kWh) still pales to 
the residential 67kWh. It appears that all of the work companies have put 
into energy efficiency projects have started to pay off, and now it's time for 
residential energy consumption to go under the microscope. 
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Effects Of Multitasking 

What It Is Doing To Us & What We Should Do About It 



BUSINESSPEOPLE AND CONSUMERS 

are more connected than ever. Many 
people have some combination of 
smartphone, tablet, or laptop. And 
practically everyone has a TV set. We 
are constantly bombarded with infor- 
mation coming from multiple sources 
simultaneously, and for that reason 
we are often forced to engage in mul- 
titasking. Whether it's for work (by 
sending emails, taking phone calls, 
and attending meetings all at once) or 
for personal reasons (checking social 
media sites while dining or waiting 
for a flight), these days everyone en- 
gages in multitasking to some degree. 



One of the most common multi- 
tasking experiences, according to 
Gina Sverdlov, analyst with Forrester 
Research ( www.forrester.com ), is when 
consumers choose to browse the 
Internet while also watching televi- 
sion. "Using mobile and portable 
Internet-connected devices have 
made TV multitasking the norm," 
she says. "About four out of five on- 
line adults who own a laptop, smart- 
phone, or tablet go online while 
watching television." However, there 
is more than one way to multitask. 

For instance, Sverdlov says that 
according to research 85% of laptop 



owners, 51% of smartphone owners, 
and 63% of tablet owners use their 
devices while watching TV. In many 
cases, these people are checking 
emails, social media sites, or texting 
friends, which can negatively impact 
immersion into a television program. 
However, Sverdlov also points out 
that four out of 10 tablet owners "en- 
gage with TV content on their tablets 
while watching," which means that 
they are multitasking in order to con- 
nect more deeply with a television 
program, rather than multitasking 
for the sake of boredom, staying con- 
nected, or other reasons. 



Key 
Points 



Multitasking may be in- 
evitable, but it's important 
to recognize the human 
brain wasn't designed for 
it, so engaging in multiple 
activities could be detri- 
mental to true productivity. 



Multitasking can either be 
self-imposed or superim- 
posed by an employer. It's 
important to weigh the 
benefits with the draw- 
backs, though, regardless 
of the circumstances. 



Texting while driving 
is an obvious negative 
example of multitasking 
but constructive work 
uses include combin- 
ing intensive tasks with 
more mundane ones. 



The proliferation of devices 
and increased connectivity are 
guaranteed, while the future 
of multitasking is anything but 
certain. Mainly, it's unclear 
whether or not new technolo- 
gies can improve the process. 
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Upon examination of how we be- 
have outside the home, researchers 
have found that the multitasking 
trend stays consistently high. 
According to Sverdlov, 44% of U.S 
adults own a smartphone and about 
60% of those people plan to pur- 
chase a smartphone again in the fu- 
ture. And it's no secret that people 
tend to take their device with them 
everywhere they go. Just take a look 
around at an airport, restaurant, or 
coffee shop. You're bound to see 
people using their smartphones, tab- 
lets, and laptops at the same time 
they are eating, socializing, or per- 
forming other tasks. The question 
isn't whether or not we multitask; 
the question is, are we good enough 
at it to continue the trend? 

ARE HUMANS BUILT 
FOR MULTITASKING? 

The answer to this surprisingly 
complex question is that it ulti- 
mately depends on you. However, 
from at a basic human level, there is 
evidence to suggest that we simply 
aren't designed to perform multiple 
tasks at once. "If you're trying to do 
two things at once, they will take 
longer and not be done as carefully 
compared to if you did them one 
after the other," says Mike Battista, 
a consulting analyst with Info-Tech 
Research Group ( www.infotech.com ) 
who also holds a PhD in psychology. 

"There are all sorts of reasons 
for this," Battista continues. "An 
inability to actually focus on more 
than one thing is one reason; what 
we call multitasking is really just 
rapidly switching focus back and 
forth. But it also goes right down 
to limits in short-term memory ca- 
pacity — we just don't have enough 
RAM — and the fact that we only 
have one pair of eyes to look at 
things with." 

So, if humans are fundamentally 
flawed at multitasking, then why 
are we so inclined to partake in it? 
On one hand, some people multi- 
task because they are trying to add 



excitement to mundane activities. 
On the other hand, some people 
multitask because they believe it will 
help them finish more projects in a 
shorter timeframe so they can move 
onto something else entirely. Some 
people also multitask because they 
believe they are truly good at it. But 
once again, evidence suggests that 
this might not be the case. 

The article "Cognitive Control In 
Media Multitaskers," by Eyal Ophir, 
Clifford Nass, and Anthony D. 
Wagner, explains how the authors 
studied groups of heavy and light 
multitaskers in order to compare 
how adept they are at multitasking. 
According to the article, people 



The question isn't 
whether or not 
we multitask; 
the question 
is, are we good 
enough at it to 
continue the 
trend? 



who claim to be the best at multi- 
tasking are often the worst. "These 
two groups were then compared 
along established cognitive con- 
trol dimensions," say the authors. 
"Results showed that heavy media 
multitaskers are more susceptible to 
interference from irrelevant environ- 
mental stimuli and from irrelevant 
representations in memory. This led 
to the surprising result that heavy 
media multitaskers performed worse 
on a test of task-switching ability, 
likely due to reduced ability to filter 
out interference from the irrelevant 
task set." 

The biggest takeaway from this 
research is that even if you choose 
to do something like listen to music 
and work in a document at the same 



time, you might not even realize that 
the additional audio stimuli could 
be negatively affecting your work 
without you knowing it. The pre- 
vious example illustrates something 
completely under the multitasker's 
control, but there are also times 
where multitasking is (or seems) ab- 
solutely unavoidable. 

SELF-INFLICTED VS. FORCED 
MULTITASKING 

It's important to realize that there 
are often two types of multitasking. 
One is self-inflicted and the other is 
forced, or employer-inflicted. With 
self-inflicted multitasking, you are 
ultimately in control of whether 
or not you need to perform two or 
more tasks at the same time. We 
already used the example of lis- 
tening to music and working in a 
document, but there are many other 
instances where self-inflicted multi- 
tasking may take place. For instance, 
you may notice that it's common for 
people to pull out their smartphones 
at the dinner table to check social 
media sites or read up on news. Or 
you may see someone talking on 
their phone and driving on the same 
time. In these situations, the user is 
choosing to engage in multitasking, 
regardless of whether it's rude or 
dangerous to do so. 

On the other side of the coin, 
your employer may expect you to 
be able to perform multiple tasks at 
once, which leads to forced, or em- 
ployer-inflicted, multitasking. This 
can occur in the office if you need to 
answer phone calls, compose email 
messages, perform data entry, or 
take care of a variety of other tasks 
all at once. But it can also happen at 
home, where you attempt to live a 
regular life with your family while 
also being virtually tethered to your 
office via your smartphone, tablet, 
or laptop. It's obvious how this can 
negatively impact your personal life, 
but because of the proliferation of 
devices, it's becoming a reality for 
many business professionals. 
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"We expect connectivity to only grow in 
the future. And with a heightened level 
of connectivity comes higher expectations 
from consumers. For example, consum- 
ers will come to expect that when they see 



an ad on TV, they can immediately go on 
their tablet to find out more information 
about what they just saw. As becoming 
connected wherever and whenever be- 
comes the norm for consumers, they will 
expect their devices to be making their 
lives easier. As long as this key element 
is true, consumers will continue to adopt 
devices and technology. " 

Gina Sverdlov 

analyst, Forrester Research 



"Increased multitasking blurs the 
distinction between personal and 
business," says Battista. "Especially 
due to mobile devices enabling us to 
always be connected to everything, 
we're connected to our personal 
lives during business hours, and vice 
versa. There's always a mix of self- 
inflicted and employer-inflicted mul- 
titasking." Referring to the rise in 
company BYOD (bring your own de- 
vice) policies and the general trend 
in business toward providing em- 
ployees with some degree of access 
to the company network via their 
personal devices, Battista adds, "I 
think this is just part of larger trends 
like consumerization and working 
from home, driving the ability to 
do anything from anywhere — often 
several things with people in several 
places." 

POSITIVES & NEGATIVES 
OF MULTITASKING 

The main reason why multi- 
tasking is so popular today is be- 
cause there is more information 
available to us than ever before. For 
instance, you can watch a news pro- 
gram on television, grab your laptop 
and find articles that dig deeper into 
the story, and then use your smart- 
phone to text people about the situ- 
ation. For that reason, Battista sees 
this massive influx of information as 
producing a positive situation. 

"Even when you consider all the 
distractions and the fact that most of 
that data is useless, it's still exposing 
more people to more information 
from a wider variety of sources," 
says Battista. "That information is 
the raw material for making better 
decisions to be happier and more 
productive, for most people. As a 
personality psychologist, I have 
to point out that it depends on the 



person. Some people will be over- 
whelmed by information and suffer 
for it, while others will thrive and be 
better off than ever." 

However, even if you accept that 
the influx of data may be a positive 
thing, that doesn't mean that multi- 
tasking is the appropriate response 
to dealing with all of that new infor- 
mation. Battista agrees with many 
experts who point to texting while 
driving as perhaps one of the most 
negative forms of multitasking. It's 
widely reported that using a phone 
while driving is similar to being im- 
paired by alcohol, which can result 
in accidents and, potentially, deaths. 

But there are also less important — 
or less obvious — examples of mul- 
titasking. "In the business world, 
it could take the form of missing a 
few minutes of a meeting when a 
new mobile notification comes in," 
says Battista. It may seem quick 



and inconsequential at the time, 
but checking your smartphone at 
what turns out to be a crucial instant 
could result in your missing an im- 
portant piece of information. 

Still, while the effects of multi- 
tasking trend toward the negative, 
there are some situations where mul- 
titasking has positive aspects. "If a 
second task is something valuable, 
then even half-heartedly paying at- 
tention to it is still a net gain com- 
pared to not doing it at all," says 
Battista. "For example, if an impor- 
tant business email comes in while 
someone is watching TV, they can 
send off a quick but helpful response 
very easily on their second screen, 
though they may not catch every 
detail of the latest 'Walking Dead' 
while doing so." It could also be 
something as simple as performing 
a task while standing in line at the 
grocery story, he says. 



. . . at a basic human level, there is evidence to suggest that we simply aren't 
designed to perform multiple tasks at once . . . 
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"In personal life, [multitasking] can take 
the form of the "second screen" trend of 
engaging with social media while watch- 
ing TV, but not fully paying attention to 
either. In the business world, it could take 
the form of missing a few minutes of a 
meeting when a new mobile notification 
comes in. In the course of this discussion, 
IVe sent a tweet, gotten a few emails, and 
oh look, some replies to my tweet. I'm not 
convinced all of this is negative, though." 

Mike Battista 

consulting analyst, Info-Tech Research Group 



Battista refers to these situa- 
tions as examples of "constructive 
multitasking," where the user is 
"performing a second task while en- 
gaged in a relatively unimportant 
primary task." These are instances 
there is very little risk that one 
task will negatively affect the suc- 
cess of another. And it's important 
that potential multitaskers opt for 
the constructive variety, rather than 
choosing to multitask at inopportune 
or potentially dangerous times. 

MULTITASKING ISN'T GOING 
ANYWHERE 

According to Sverdlov, it's safe 
to assume that connectivity will 
"only grow in the future, and with 
a heightened level of connectivity 
comes higher expectations from 
consumers." For instance, she says, 
people will start to assume that they 
can see an advertisement on televi- 
sion and "immediately go on their 
tablet to find out more information 
about what they just saw." This level 
of connection is already apparent 
with apps like Shazam, where you 
can make your phone listen to an ad- 
vertisement, television show, or song 
and have quick access to more infor- 
mation about that specific material. 

While it's clear that device inter- 
connectivity will continue to grow, 
what's unclear is how this will 



affect multitasking. Battista points 
out that there are many new devices 
designed to give users quicker ac- 
cess to data, even if they are quite a 
bit more intrusive than our existing 
technology. He uses the examples 
of smart watches or even eyeglasses 
with screens, which could not only 
let you check emails, texts, or social 
media notifications in front of your 
very eyes, but also provide more in- 
formation about the world around 
you. The sky is the limit when it 
comes to technology and multi- 
tasking. And while it may seem like 
multitasking is primarily negative 
at this point in time, we may indeed 



be approaching a future where it's 
easier as well as more efficient and 
effective to engage in multiple activi- 
ties at once. 

"It'll be a delicate dance, with 
human limitations in multitasking 
capability running up against the 
temptation to make full use of 
powerful mobile technology," says 
Battista. "We'll find a balance over 
time, more or less, but technology 
will continue to disrupt it. Maybe 
even one day we'll have the tech- 
nology to upgrade our brains and 
overcome the limitations that make 
multitasking so inefficient right 
now." 



MULTITASKING AT HOME 



About four out of five adults 
who own a laptop, smart- 
phone, or tablet go online 
while watching television. 




Here are more recent statis- 
tics that shed light on some 
of the ways we multitask 
during our off hours. 



> 85% of laptop 
owners report 
using their laptop 
while watching 
television. 

> 51% of smart- 
phone owners 
report using their 
smartphone and 



watching television simulta- 
neously. 

> 63% of tablet owners 

report using their tablets 
while watching television. 

This is all good news 
for marketers because this 
data shows there are new 
opportunities available 
for engaging with viewers 
in more meaningful ways 
through TV ads. For ex- 
ample, we see that almost 



four out of 10 tablet owners 
report engaging with TV 
content on their tablets 
while watching television — 
so they're not just using 
their tablets while watching 
television, they're using 
their tablets to engage with 
what they see. 



Data Sources: Forrester Research 
"North American Technographics Online 
Benchmark Recontact Survey," Q3 201 1 
(U.S., Canada) and "North American 
Technographics Telecom And Devices 
Online Recontact Survey," Q3 2012 (U.S.). 
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Embracing BYOD 

Looking Past The Complexities To View The Benefits 



For reasons entirely understand- 
able, there's a tendency for compa- 
nies to focus the majority of their 
attention on the complexities, hur- 
dles, and obstacles they must sur- 
mount in order to implement a BYOD 
(Bring Your Own Device) policy with- 
in their workplaces. What often gets 
lost in such discussions concerning 
a company enabling its employees 
to bring their consumer mobile de- 
vices into the office are the various 
ways that BYOD will actually benefit 
the company. 

The following highlights some of 
the ways in which adopting a BYOD 
policy can prove advantageous to 
your company and its IT department. 

BENEFITS OF BYOD 

One reason that complexities tend 
to eclipse potential benefits in BYOD 
policy-making discussions is sim- 
ply that BYOD remains a relatively 



new phenomenon industry-wide. 
Christian Kane, analyst for enterprise 
mobility, infrastructure and opera- 
tions, at Forrester Research ( www.for 
rester.com ), says because BYOD is- 
sues are difficult in nature, as well as 
still evolving, "it's understandable 
complexities have overshadowed the 
benefits to date." Kane, however, be- 
lieves this situation will change as 
"people get more comfortable and 
educated on BYOD and the various 
technologies involved evolve." 

The bottom line, he says, is that 
"BYOD is happening, and so I 
think the real heart of the conversa- 
tions are twofold: First, how do we 
do this as responsibly as possible, 
and second, how do we maximize 
the benefits?" 

Another reason that benefits tend 
to fall by the side is that there's 
no certainty that many will even 
come to fruition. For example, the 



company saving money is a possi- 
bility after it introduces BYOD, but 
cost savings require other mobile 
enablement-focused investments, 
such as investments in mobile ap- 
plications, Kane says. 

Rob Enderle, president and prin- 
cipal analyst of Enderle Group (www 
.enderlegroup.com ), meanwhile, says 
a benefit of BYOD is that it enables 
users to "choose the tools that they 
feel will best work for them and 
opens up avenues of productivity 
in locations where traditional PCs 
wouldn't work." Further, BYOD of- 
fers the benefit of making workers 
more responsive and more mobile. 

THE BYOD-IT DYNAMIC 

Among the gains of implementing 
BYOD, some that are frequently 
glossed over or not addressed at all 
are those related to the IT depart- 
ment, the unit typically charged with 
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"[The] challenge with BYOD is that the 
majority of the benefits are still in the 
'potential' category/ 7 



Christian Kane 

analyst, enterprise mobility, infrastructure and operations, 

Forrester Research 




"[BYOD] can make the firm appear more 
cutting-edge [and the company's employees] 
more knowledgeable about events that 
happen after hours or while they would 
typically otherwise be disconnected." 

Rob Enderle 

president and principal analyst, Enderle Group 



tackling a lion's share of BYOD- 
related tasks before and after im- 
plementation. As Enderle says, 
discussions concerning a company 
embracing BYOD can "put IT and 
users at cross purposes." Embracing 
BYOD, however, can result in "less 
aggravation between IT and users, 
and users who take far better care 
of their personal productivity hard- 
ware," he says. 

Kane considers the most impor- 
tant benefit regarding embracing 
BYOD to be the transformation it 
can cause as IT becomes more fo- 
cused on people rather than on de- 
vices. "BYOD programs will make 
it much easier to start thinking 
about the IT organization as a 
service provider/integrator," he 
says. While many concerns related 
to BYOD are still under consider- 
ation, Kane says, one of the most 
interesting issues is that BYOD "re- 
ally forces IT to stop being device- 
centric in their support philosophy 
and start being much more user/ 
application-centric. The device 
shouldn't be the primary factor 
here; it's about helping people get 
their jobs done." 

Overall, the benefits of adopt- 
ing BYOD are "mostly focused on 
IT not wasting time on fighting 
this evolution and instead focus- 
ing on enabling it," Kane says. 
For example, BYOD can lead IT to 
stop focusing on device 'break/ 
fix' issues and letting someone else 
address such problems so that it 
can instead use "that energy to 
figure out exactly which apps and 
data the users need to access on 
these devices." 

FINANCIAL BENEFITS 

Arguably, finances is one area 
where benefits get their fair share of 
the limelight in BYOD discussions. 
For many companies, a major mo- 
tivator for even considering BYOD 
is the notion that doing so can save 
money. The idea here is that cost sav- 
ings can derive from fewer device 



purchases, reduced device usage 
charges, and fewer lost and damaged 
mobile devices due to employees 
using their own. Elsewhere, Enderle 
says, benefits include "a reduction, 
or elimination, of capital expense 
for related personal computers, less 
desktop service costs (picked up by 
the retailers, carriers, or other em- 
ployees), and the potential for lower 
software licensing costs (depending 
on what is used)." 

Another primary cost-related ben- 
efit is that employees armed with 
their own devices will be more pro- 
ductive. Some BYOD experts, how- 
ever, have noted there's been a shift 
in thinking among companies on this 
point, as user satisfaction and device 
enablement are taking precedence 
over saving money. 

Kane says the problem with asso- 
ciating financial benefits with BYOD 
is that many companies haven't "re- 
ally defined what a BYOD program 
actually means and often confuse 
mobile enablement of the work- 
force with BYOD." Essentially, he 
says, because so many firms are at- 
tempting to embrace new devices, 
add mobile applications, and support 
new platforms while also creating a 
BYOD program, the costs of all these 
entities often are lumped together. 



Mobile enablement, Kane adds, re- 
quires a significant investment 
(mobile device and application man- 
agement tools, internal app stores, 
mobile apps, etc.) because such 
enablement "really means trans- 
forming your business." 

BYOD can result in cost savings, 
but Kane recommends thinking of 
it as "cost/resource redistribution." 
He adds, "Let IT focus on more im- 
portant things and invest that money 
which would have been spent on de- 
vices and device support on apps and 
app support." 

RECRUITING & REPUTATION 

A related benefit that can pay 
considerable dividends long-term 
is the positive influence adopting 
a BYOD policy can have on the 
company's reputation and ability 
to recruit modern, tech-savvy 
employees. BYOD, Enderle says, 
"can make the firm appear more 
cutting-edge" and the company's 
employees "more knowledge- 
able about events that happen 
after hours or while they would 
typically otherwise be discon- 
nected." BYOD can also help a 
company appear more employee- 
friendly, as well as make it "easier 
to get top talent particularly out 
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IT Faces BYOD Concept With New Policies 

Many businesses are facing the challenge of the consumer- 
ization of IT, especially as more and more workers bring their 
personal devices into the workplace. A 2012 IDC report revealed 
that numerous organizations are planning to construct BYOD 
(bring your own device) policies through the end of 2013. Specifi- 
cally in Australia and New Zealand, IDC found that nearly half 
of all businesses reviewed do not currently have a BYOD plan 
in place, but ClOs and IT managers are feeling the pressure to 
adapt. The following breaks down the BYOD plan deployment 
among ClOs and decision makers in that region: 



Report Says Wireless Is Key 
To Mobile Success 

A 2012 iPass survey of 1 ,689 mobile workers 
located primarily in North America (50%) and Eu- 
rope (33%) found that frequently traveling and "al- 
ways on" workers are increasingly psychologically 
attached to their mobile devices, BYOD (bring 
your own device) policies are showing up in more 
and more organizations, and most feel that work- 
ing remotely is a necessity (62%) or even a right 
(7%). Here are some additional findings. 



Without wireless, respondents claimed: 
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of school/' he says. Of all the 
gains a company can realize in 
adopting BYOD, Enderle considers 
the "ability to attract better em- 
ployees" as having the greatest 
overall measurable impact. 

Kane says younger and new 
workers entering a company just 
expect that they can use their con- 
sumer devices. They aren't asking 
if the practice is allowed, he says, 
"they're just doing it." The same 
can be said "for employees from 
all age groups really, but it defi- 
nitely can give a company the per- 
ception of being progressive and 
in tune with their employees, cus- 
tomers, and partners," he says. 
Because BYOD is such new territory 
and many companies are struggling 
with it, BYOD can also indicate to 
those outside the company that 
"the company doesn't think of 



business and technology as two dif- 
ferent things, but they need to be 
one to enable success," Kane says. 

WHEN BENEFITS AREN'T 
ENOUGH 

As happens with the introduc- 
tion of any new initiative, BYOD 
offers potential short- and long- 
term benefits. It's possible, for 
example, a company will quickly 
see happier employees after intro- 
ducing BYOD. "The actual pro- 
ductivity benefits and service-cost 
reductions take a while to work 
through the system," Enderle says. 
Kane says part of realizing long- 
term benefits is mental, while 
another part is "aligning IT with 
business objectives." 

For some, potential gains from 
BYOD don't outweigh the var- 
ious complexities involved with 



constructing, implementing, and 
maintaining a BYOD policy. One 
example where this can be true, 
Enderle says, involves the security 
of mobile devices, as mobile de- 
vices in general "aren't particularly 
secure." Thus, in industries where 
security is a high concern, BYOD 
"may represent an unacceptable 
risk," he says. 

Similarly, Kane says for heavily 
regulated firms BYOD can be ex- 
tremely challenging, as regulations 
and legal challenges can often in- 
hibit the program. "The real heart 
of the BYOD program," he says, 
"is being able to identify who this 
is appropriate for and who it isn't 
in the same way that companies 
need to really look and see who 
a tablet might be appropriate for 
and who won't realize benefits 
from it." 
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Collaborate Without 
Losing Control 



Balance Worker Productivity & Data Concerns 



As Brad Shimmin, Current Analysis 
( www.currentanalysis.com ) principal an- 
alyst, says, having data that travels 
with you is "an integral component of 
the modern workforce ." Increasingly 
this means modern employees want 
to work as efficiently and easily as 
possible using the devices they want, 
accessing data wherever they are, 
and collaborating and sharing with 
others as needed. This includes using 
Web-based collaboration and sharing 
services. For companies, however, 
the productivity that such services 



provide workers typically means re- 
linquishing at least some control over 
company data. The following explores 
how businesses can go about enabling 
online collaboration and sharing 
without losing excessive control of 
their data. 

THE "PERSONALIZATION" OF IT 

Users' reliance on mobile devices 
has significantly altered how IT must 
manage and control company data. The 
trend is often referred to as "the consum- 
erization of IT," but Cheryl McKinnon, 



Candy Strategies ( www.candystrategies 
.com ) president, says a better term is 
"personalization of IT." In the context 
of technology and data, she says, "con- 
sumer" elicits the notion of "receiving 
without contributing," which is the op- 
posite of what the trend represents. 

"Ultimately, what we're seeing is 
the increasing level of technical com- 
fort and savvy among regular business 
users," McKinnon says. "Tech, digital 
photography, apps, Web, mobile, Web 
content, or blogging platforms are no 
longer the domain of the geek but of 



Key 
Points 



Web-based collabora- 
tion and file-sharing 
services generally result 
in more productive 
workers but less com- 
pany control of data. 



Many businesses are aware 
of associated risks but not 
necessarily how many online 
collaboration and sharing 
services there are and how 
pervasive usage is. 



Content management 
(including mobile 
device management) so- 
lutions are increasingly 
including collaboration 
and file-sharing tools. 



Companies should set clear and 
effective guidelines concerning 
usage of online collaboration 
and sharing services and what 
company data can be shared, 
with whom, and how. 
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Companies and employees recognize 
they're operating in "a client-agnostic era 
in which it does not and should not matter 
what piece of hardware you're sitting in 
front of or holding in your hands/ 7 

Brad Shimmin 

principal analyst, Current Analysis 



"What can be shared, with whom, 
and where — [these] are important to 
outline and may vary from department 
to department." 

Cheryl McKinnon 

president, Candy Strategies 




nearly everyone." As such, informa- 
tion workers are growing increasingly 
impatient "wondering why they need 
to settle for clunky, outdated, unin- 
tuitive systems and interfaces when 
things are so much easier at home," 
she says. 

Christian Kane, Forrester Research 
( www.f o r res te r.co m ) analyst, says that 
in the past an employee's first smart- 
phone or computer was oftentimes 
a company-issued device; therefore 
the company essentially dictated the 
initial experience and expectations. 
Now, consumer products set expec- 
tations far more often than the com- 
pany does. Further, Kane says, IT has 
essentially become a competitor in 
contrast to consumer channels, so IT 
must start thinking about how it de- 
livers services, the quality of service 
it provides, and what the user experi- 
ence is like. "IT basically can't dictate 
what a user installs in a BYOD sce- 
nario, so they now have to focus a lot 
more on how they deal with data and 
applications," he says. 

HOW AWARE ARE YOU? 

In terms of consumer Web-based 
collaboration and file sharing ser- 
vices, companies are generally aware 
of the risks involved with employees 
uploading and sharing company data 
online. Companies experienced a 
similar situation previously in terms 
of employees using floppy diskettes, 
thumb drives, and other portable 
media to transfer company data, 
Shimmin says. What companies may 
not realize is how widespread the 
adoption of cloud-based storage and 
sharing services has become and how 
many services there are, he says. 

McKinnon says although IT or 
records management departments 
may possess a bit of denial about 



the pervasiveness of consumer de- 
vice usage among employees, the 
degree of risk can vary dramatically 
among organizations depending on 
the content workers are uploading/ 
sharing. Overall, Kane says, cloud- 
based storage services pose a huge 
challenge to companies because they 
target consumers and offer business 
benefits yet provide companies with 
no insight into or control over the 
data stored there. 

Shimmin compares the situation 
to employee use of instant mes- 
saging apps years ago. IT found itself 
needing to adopt an internal solu- 
tion that either blocked such traffic 
or managed, governed, and secured 
it. Ultimately, the latter solution won 
out. "I think we'll see that exact same 
sort of trajectory with file sharing, 
which companies may initially de- 
cide to block such traffic to ensure 
there aren't any issues, particularly 
if they're in a sensitive industry," 
Shimmin says. Ultimately, though, 
Shimmin believes governance and 



management solutions, including 
MDM (mobile device management) 
solutions "strictly aimed at taking 
care of this problem" will win out. 

ALLOWANCE WITH CONTROL 

Where online collaboration is con- 
cerned, there is a growing number 
of alternatives to consumer options 
that enhance worker productivity but 
help prevent excessive loss of com- 
pany data. Such solutions provide 
controls to disable downloads, se- 
curely share data outside the com- 
pany realm, and perform auditing, 
Kane says. 

Ultimately, McKinnon says, a 
company's mentality toward col- 
laboration/sharing should be to en- 
sure that IT is serving the needs 
of frontline business workers. "If 
workers are self-provisioning their 
own cloud, Web, or mobile apps 
for file sharing and collaboration, 
clearly there's a gap in what their 
in-house IT teams have provided," 
she says. 



In terms of consumer Web-based collaboration and file sharing services, 
companies are generally aware of the risks involved with employees 
uploading and sharing company data online. 
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" Again, employees aren't breaking 
guidelines just to break them; they're 
doing it to get their jobs done." 

Christian Kane 

analyst, Forrester Research 



'Tools may be too complex, too 
expensive, hard to use with external 
parties, or simply not well promoted 
or advertised internally/' McKinnon 
says. Fortunately, a rich set of op- 
tions has emerged in recent years 
with a bigger range of tools suitable 
for all types of budgets and plat- 
forms, she adds. 

WEIGH THE OPTIONS 

Exactly how companies should go 
about enabling online collaboration 
and sharing can vary. One option is 
creating and managing accounts for 
employees. This might be feasible 
for smaller companies handling low- 
sensitivity data, McKinnon says, but 
likely more problematic for larger 
enterprises due to consistency and 
the need to establish guidelines 
for securing, deleting, and sharing 
content. "Scattered repositories of 
content can present risk when em- 
ployees leave, passwords are for- 
gotten, and information can't be 
found or trusted to be accurate/' she 
says. Risks potentially can turn into 
lawsuits, audits, fines, and sanctions. 

Another option is acquiring a 
content management solution with 
built-in collaboration and sharing 
features. McKinnon says most orga- 
nizations should at least investigate 



this option. "There's a much broader 
range of tools on the market today 
to address all levels of budget and 
need — including free, 'freemium,' 
open-source, and SaaS," she says. 
"Getting input from the frontline 
workers on how they need to share 
information, with whom, and why 
will be useful when developing the 
requirements to meet common use 
cases." Kane concurs on this last 



point; he says, "The most important 
piece here is understanding what the 
employees' requirements are." 

Solutions available include in- 
tuitive, enterprise-aimed SaaS (soft- 
ware as a service, or cloud software) 
models, which are gaining strong 
market momentum, McKinnon says. 
Other possibilities include open- 
source alternatives suitable for 
companies that prefer on-premises 
Web-based file sharing. Elsewhere, 
larger, long-established content-man- 
agement vendors are augmenting 
their product suites, she says. 

Beyond file syncing and sharing, 
a good solution should enable em- 
ployees to create and manage team 
libraries and individual accounts and 
share with customers and others out- 
side the company. Important abili- 
ties for IT and management include 
download control, auditing, mobile 
and Web UIs, offline document sup- 
port, security settings to restrict ac- 
cess, and tag and search support. 



SLAs, McKinnon says, should 
outline what happens to deleted 
documents, how documents can be 
downloaded upon contract termi- 
nation, uptime and availability pa- 
rameters, and timelines concerning 
bug fixes. Regulated industries 
might require commitments on 
data sovereignty, adherence to se- 
curity standards, identity manage- 
ment, and procedures to request 



data deemed discoverable in cases 
of litigation or audits. 

USER GUIDELINES 

Whatever path companies take, 
outlining employee expectations re- 
garding usage of services and com- 
pany data is advisable. Guidelines 
should make clear the types of con- 
tent subject to security, privacy, and 
other regulations, McKinnon says, 
as well as detail how data must be 
protected. "What can be shared, with 
whom, and where — [these] are im- 
portant to outline and may vary from 
department to department," she says. 
"The risk is likely low for a graphic 
designer when sharing a brochure 
mock-up with a marketing agency 
but can be high when corporate legal 
counsel is sharing contracts with their 
external law firm." IT and compli- 
ance teams, meanwhile, should de- 
fine data that is confidential and 
subject to regulations or other non- 
disclosure policies. 

Kane says while effective guide- 
lines are a great starting place, 
"where there's a will there's a way." 
Companies should focus on keeping 
data secure and motivating em- 
ployees to use tools correctly. "The 
best motivators are experience, ease 
of use, and of course something that 
meets their needs," he says. "Again, 
employees aren't breaking guidelines 
just to break them; they're doing it 
to get their jobs done. If your top 
sales performer every quarter uses 
all her own technology, the busi- 
ness leaders aren't going to tell that 
person to stop," he says. "This is why 
we see an increasing number of com- 
panies looking to understand why 
employees use the tools they do and 
deliver around those needs." 



'Getting input from the frontline workers on how 
they need to share information, with whom, 
and why will be useful when developing the 
requirements to meet common use cases . . ." 
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Mobile Banking 

How Banks & Mobile Devices Are Coming Together 



As mobile devices continue to be- 
come more central to our everyday 
lives, we continue to find new ways 
in which they can help us accomplish 
everyday tasks. This includes such 
banking tasks as checking account bal- 
ances, transferring funds, paying bills, 
depositing checks, reviewing transac- 
tions, and receiving automatic notifica- 
tions and alerts. Banks, meanwhile, are 
recognizing the importance of offering 
features such as these in order to attract 
new customers, retain current ones, re- 
duce operating costs, and compete with 
third-party companies offering mobile 
wallets and other products that handle 
mobile financial transactions. 

THE NUMBERS 

Banks are devoting more attention to 
mobile banking, and the massive adop- 
tion of mobile devices globally is a big 
reason why. Juniper Research ( www 
,j un i perresearch.com ) has estimated that 



by the end of 2017, more than 1 billion 
mobile phone users will have used a 
mobile device for a bank-related pur- 
pose compared to 590 million this year. 
Forrester Research ( www.forrester.com ) has 
predicted 108 million U.S. users will use 
mobile banking by 2017. Survey results 
the Federal Reserve released in March 
2012 found 21% of mobile phone owners 
had used mobile banking in the previous 
12 months, while another 11% believed 
they would in the coming year. Javelin 
Strategy & Research ( www.ja ve I i n strategy 
.com ), meanwhile, reported 29% of U.S. 
mobile users have checked balances, 
paid bills, transferred funds, received 
alerts, and deposited checks via an app, 
mobile browser, or text messaging. 

Nitin Bhas, senior analyst with 
Juniper Research, says rising demand 
for mobile banking services is " gener- 
ating steady growth in the number of 
m-banking vendors providing enhanced 
capabilities and extending the scope of 



financial products and services — a trend 
further augmented by significant re- 
cent innovations in mobile technology." 
Technology providers, mobile network 
operators, and banks, Bhas says, are col- 
laborating to "build an ecosystem with 
a strong back-end that stimulates mo- 
bile money transferal/' Greater customer 
demand for real-time account man- 
agement and consumer autonomy, he 
says, means "M-banking is no longer 
regarded as a luxury product but an es- 
sential banking facility." 

Eventually, says Stessa Cohen, re- 
search director with Gartner (www 
.gartner.com ), consumers will seek out 
banking services not from notebooks or 
PCs but from always-handy tablets and 
smartphones. Requiring consumers to 
become online bank customers before 
using mobile banking is "like saying, 
'You better really understand where 
all your spark plugs are before you get 
a driver's license/ It usually doesn't 
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happen/ 7 Banks must "assume that a 
customer can start from anywhere and 
be any kind of customer," she says. 

APPS & SERVICES 

Banks are offering more mobile 
banking abilities to prevent current cus- 
tomers from switching to institutions 
that already provide what they desire. 
This can include account activity and 
balance notifications, fund transfers, 
and access to finance management tools. 
Two features garnering particular at- 
tention are mobile check deposits and 
mobile photo bill paying, which involve 
using a device's camera. 

Mobile payment options in general 
are receiving considerable interest. The 
Federal Reserve states that although 
U.S. adoption has been slow, mobile 
payment options may gain popularity 
as technologies — such as NFC (near 
field communications), which enables 
"touchless" payments at cooperating 
retailers — evolve and services are more 
widely supported and accepted. ABI 
Research ( www.abiresearch.com ) has pre- 
dicted payments made via NFC tech- 
nology will reach $191 billion per year 
by 2017. Cohen says banks must heed 
intermediate services that make such 
tasks as person-to-person payments 
easier and faster to do. Users, she says, 
don't want to wait for banks to offer 
such functionality. If reports prove ac- 
curate, more banks will deploy mobile 
wallet-like services in the coming years. 

Currently, Bhas says, most banks 
provide at least one mobile banking ser- 
vice via messaging, mobile browser, or 
app. Some larger banks are deploying 
two or more of these technologies to- 
gether, especially where there's strong 
mobile device penetration, he says. 
Although messaging is highly popular, 
Bhas says, apps will become the domi- 
nant access mode in developed markets. 

DESIRED FEATURES 

According to a study from Varolii 
( www.varolii.com ), banking features that 
consumers most want include alerts 
concerning accounts and irregular ac- 
tivity (54%), loan or bill payments (51%), 




" [Mobile banking] is no longer regarded 
as a luxury product but an essential 
banking facility/ 7 

Nitin Bhas 

senior analyst, Juniper Research 




"Banks have to look at [mobile banking] 
as not just an adaptation of online 
banking but from an app perspective/ 7 

Stessa Cohen 

research director, Gartner 



automatic low-balance alerts (46%), 
transferring funds to outside accounts 
(44%), check deposits (43%), and auto- 
mated bill-payment reminders (41%). 
Varolii also reports roughly two in three 
users believe banks should be respon- 
sible for immediately notifying users of 
low balances or insufficient funds. 

Cohen says recent Gartner data in- 
dicates 13% of U.S. respondents use a 
smartphone at least once daily to check 
balances, initiate transfers, or receive 
answers to queries, while 18% do the 
same online; 6% have deposited a paper 
check via smartphone in the last three 
months. Cohen says a current driver 
for mobile banking is remote check de- 
positing, "a mundane task pretty well 
understood by both banks and con- 
sumers^ but not something users want 
to go to the branch to do. 

Amid the hype now around mobile 
banking, Cohen says, lies the ques- 
tion of whether mobile bank con- 
sumers are doing more than checking 
balances, making fund transfers, and 
paying bills. 'They're starting to with 
functions such as remote deposit cap- 
ture/' One barrier banks face is taking 
enough of an app mindset when cre- 
ating apps that meet specific customer 
needs. "Banks have to look at [mobile 
banking] as not just an adaptation of 
online banking but from an app per- 
spective/' she says. Customers that 
must navigate through several app 
menus just to locate a nearby ATM, 



for example, will be less likely to use 
the app. 

SECURITY CONCERNS 

Security concerns are a notable 
reason why more users have yet to 
adopt mobile banking and mobile pay- 
ments. Bhas says mobile commerce se- 
curity challenges are centered on three 
primary areas: the device (protection 
from unauthorized use is required), 
radio interface (protection from such 
threats as eavesdropping), and the m- 
commerce application (transactions re- 
quire authentication and authorization 
by both customer and financial institu- 
tion). Ultimately, Cohen says, device 
limitations or security concerns may 
prevent banks from offering certain 
functionality, but banks must commu- 
nicate to customers why or why not 
certain functionality is provided and 
distinguish when security is a factor. 

Overall, Cohen says, banks that 
simply offer alerts and push-pull 
methods can do much to enhance cus- 
tomer experience. "In a lot of ways 
banks don't do enough in this regard 
to help their customers manage their 
money," she says. "If they looked at mo- 
bile banking in conjunction with what 
they're doing in other areas, particularly 
around personal financial management, 
they could create some functionality just 
around alerts that would help their cus- 
tomers and get them using their mobile 
devices more frequently." €1 
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Smartphone Upgrades 

When It Is (& Isn't) A Good Time To Update Your Smartphone 



It is the best of times and it is the 
worst of times to own a smartphone. 
Without a doubt, today's smartphone 
users benefit from an explosion of 
available apps and more computing 
power than what many PCs had just 
a few years ago. But it is also a diffi- 
cult time when trying to decide if you 
need an upgrade. OEMs consistently 
launch phones packed with what they 
say are "next generation" features and 
computing power, while the real ben- 
efits of making the switch are not al- 
ways apparent. 

There are certainly times when up- 
grading your smartphone can make 
a lot of sense, of course. Only an OS 
or hardware upgrade, for example, 
might be necessary to run certain apps 
you need. But at least as often, users 
often confuse "nice to have" with "must 
have" features and end up investing in 
something that just does not work that 
much better than their old smartphone 



did. To get around the conundrum, here 
are some things to keep in mind when 
deciding when it is and isn't time to in- 
vest in something better. 

MAKING THE OS JUMP 

Whether your smartphone is running 
an older or a recent version of the OS it 
supports, upgrading to the latest release 
makes good sense. A case in point is 
Google's Android 4.2 (aka Jelly Bean). 
It definitely will tax older smartphones' 
CPU resources and memory to run it, 
but older and newer Android devices 
will benefit from better animations, user 
feedback, and other features. 

However, upgrading to a new OS 
has its caveats. The new OS can delete 
existing apps and data, or in the worst 
case, cause the device to crash beyond 
recovery, although this rarely happens. 
A rule of thumb is to back up your data 
before installing a new OS (hopefully 
you are backing up your smartphone's 



data regularly, anyway) in case the new 
OS installation removes any of the data 
you need. 

DO YOU REALLY NEED 
THAT 8MP CAMERA? 

Users continue to invest in PCs with 
faster CPUs even when they only run 
basic office and Internet applications 
and notice little, if any, performance 
improvements. Similarly, in the mobile 
space, your basic email, calendar, or 
Web browser apps are not going to run 
that much faster after upgrading to a 
1.4GHz from a 1GHz processor. 

Vendors also try to convince users 
to upgrade their devices based on 
smartphone-specific hardware features 
that they claim are important without 
making a solid case why you need 
them to work better. Bigger screens or 
cameras with more megapixels are a 
case in point. For work use, it almost 
goes without saying that neither of 
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these "improvements" will help you 
work faster or smarter. A larger screen 
will likely also result in an extra drain 
on the battery. 

FASTER NETWORK SPEEDS 

U.S. carriers have certainly made 
significant improvements to their cel- 
lular networks during the past few 
years. As an example, users have seen 
download speeds of well over 6.4Mbps 
when switching from 3G to newer-and- 
much-f aster 4G networks. Users who 
consistently download large files or 
stream video feeds to their smartphones 
are definitely able to benefit from up- 
grading to devices that can take advan- 
tage of fast network speeds. 

However, once again, the usefulness 
of the feature depends on what you 
use your smartphone for. Being able 
to download your push email faster or 
quicker access to Web browser content 
may not be worth the upgrade cost for 
many users. And for users who need to 
conserve their smartphone battery life 
for as long as they can, 4G networks can 
drain much more power than 3G con- 
nections do. 

TIMING THE UPGRADE 

Phone carriers have largely subsi- 
dized the smartphone boom by selling 
devices below their suggested manufac- 
turer retail price to entice customers to 
buy into their often costly data service 



plans and two-year contracts. An up- 
grade can certainly make sense at the 
end of the contract period, but before 
that, paying a hefty premium for a new 
device or OS becomes a very expen- 
sive proposition. For enterprise buyers 
who are outfitting hundreds or even 
thousands of users, the price gouge 
is compounded. 

Vendors and carriers, of course, will 
always tout the new features of their 
new devices as major advances in mo- 
bile technology. But for the reasons de- 
scribed above, a new processor, screen 
size, or other hardware upgrade is prob- 
ably not going to improve your mobile 
computing experience enough to com- 
pensate for the hefty markup you pay 
for a new device purchased before the 
contract period is over. 

Many users also hesitate to upgrade 
when their contract period is over, 
hoping that a new "next-big-thing" 
smartphone launch is just around the 
corner. Many users do this because they 
have been burned before, such as when 
they are locked into a new contract just 
weeks before a phone with much better 
features goes on sale. 

But guessing when a much better 
phone will launch is often like trying 
to guess when a company's share price 
is going to go up. Even journalists who 
obsessively track smartphone releases 
usually do not know when a vendor 
will launch a new phone with major 



improvements. So once the contract pe- 
riod is over, it is usually best to upgrade 
to something new instead of waiting for 
when and if something better becomes 
available for the same price. 

THE BACKUP IMPERATIVE 

If you are not regularly backing up 
your smartphone's data to an enter- 
prise or cloud server, then download 
the right app now and begin making 
backups today. If your smartphone does 
not offer this capability, then now is the 
time to upgrade your device to begin 
making those backups. In fact, one of 
the most legitimate reasons to invest 
in an upgrade is to be able to add data- 
recovery security to the repertoire of 
available apps that your smartphone 
can run. The reason becomes painfully 
obvious once you lose your smartphone 
that contains the only copies of your 
contacts, calendars, and critical data. 

However, the upgrade you choose 
for backups should hinge on which 
solution offers the best fit with your 
company's network. Some enterprises 
have systems in place that automati- 
cally back up and store mobile data 
through cellular connections, but the 
new phone you choose will require an 
OS that is compatible with that soft- 
ware. If your enterprise does not have 
a backup system in place for mobile de- 
vices, cloud alternatives exist for mul- 
tiple platforms. 



FUTURE SNAPSHOT: 
SMARTPHONES IN 2016 



According to 
IDC, global 
smartphone 
shipments will see 
a 12.7% compound 
annual growth rate 
overall between 2012 
and 2016. This chart 
shows the break- 
down by OS as fore- 
cast for 2016. 



BlackBerry OS . 

5.9% 

(12.1% CAGR) 



19.0% 

(10.9% CAGR) 



Windows 
D hoi 



Others 

3.0% (-5.4% CAGR) 



A FEW SPECS TO WATCH FOR 

CPU: Processors with clock speeds around 1.5GHz are 
excellent. Look for dual-core CPUs for better multi- 
tasking; some smartphones even sport quad-core CPUs. 
Memory: Try to find a smartphone with at least 1GB 
RAM; 2GB is better and is becoming more common. 
Storage: Although sometimes referred to as "memory," 
internal storage is a separate category. Many smart- 
phones have at least 8GB of storage these days; some 
have 16GB or more. If you expect to need more, get a 
phone with more at the outset or one with a memory 
card slot. 

Battery: Longer life per charge is obviously better, so 
compare before buying; 8 hours is common, but many 
smartphones offer around 12 hours. 
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A Focus On Apps 

How To Control Usage On Company-Owned Devices 



Historically, where employee-owned 
devices are concerned, company efforts 
to protect data and assets on mobile de- 
vices have focused on controlling the ac- 
tual devices. That is changing, however. 
Today, there is a growing realization 
among businesses that implementing 
comprehensive protection also means 
enacting some form of control over the 
apps employees use on those devices. 

WHY BE CONCERNED 

Why bother controlling app usage? In 
a word: security. Primarily, companies 
fear employees will download malicious 
apps that introduce exploits that could 
enable a hacker to take control of the 
device. There's also the worry that em- 
ployees could make company data 
vulnerable by using apps that share 
and sync. 

"It's becoming increasingly diffi- 
cult to separate corporate technology 
use from personal technology use, 



regardless of who owns the device," 
says Mike Battista, research analyst 
with Info-Tech Research Group ( www 
.infotech.com ). "This is particularly true 
when you bring the cloud into it. If an 
app — be it an actual downloaded app 
or just a Web service — stores data in 
the cloud, it doesn't matter that it's a 
company-owned device. The data all 
goes to where the employee wants it 
to. That can be a problem if there is 
information the business wanted to 
keep within company walls." 

Companies more apt to be concerned 
about app control are those with pro- 
prietary/confidential data at risk and 
those under scrutiny of regulations. 
"Honestly, almost all companies have 
data they want or need secured, but 
those companies who are in heavily 
regulated industries are the groups 
who are the most concerned," says 
Christian Kane, analyst with Forrester 
Research ( www.forrester.com ) . 



WHY COMPANIES DON'T 
MONITOR 

Considering what's at stake, why 
don't all companies that deploy mo- 
bile devices also monitor and control 
employee app usage? "First, most com- 
panies aren't using a large number of 
mobile applications, and a majority of 
their workforce isn't using company 
apps that are available," says Kane. 
"This means that they don't necessarily 
have mobile apps as a high priority, 
and most firms today aren't monitoring 
apps." Most companies, he says, still 
focus only on mobile device manage- 
ment, and most MDM solutions don't 
enable tracking all app usage, only iden- 
tifying what apps are installed. 

Additionally, monitoring app usage 
can prove difficult. "Without actively 
seeking out an MDM or MAM [mo- 
bile application management] solution, 
keeping track of app installation and 
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"Honestly, almost all companies have 
data they want or need secured, but 
those companies who are in heavily 
regulated industries are the groups who 
are the most concerned." 



Christian Kane 

analyst, Forrester Research 



Td say if you have less than five apps 
that you're worried about, [then] maybe 
it's not worth it." 

Kathryn Weldon 

principal analyst, enterprise, enterprise mobility, Current Analysis 




"It's becoming increasingly difficult to 
separate corporate technology use from 
personal technology use, regardless of 
who owns the device." 

Mike Battista 

research analyst, Info-Tech Research Group 




usage on employee devices (even if the 
devices are issued by the company) is 
not easy to do," Battista says. Despite in- 
creasingly more companies using MDM 
and MAM solutions, many companies 
still don't see an immediate advantage 
to doing so, he says. 

Kathryn Weldon, principal analyst 
for enterprise mobility with Current 
Analysis ( www.currentanalysis.com ), says 
that depending on the number of apps 
in use, implementing a MAM solution 
may not be worth the effort. "It depends 
on how many apps you even allow 
your users to use," she says. "[If] you 
have less than five apps that you're 
worried about, [then] maybe it's not 
worth it." But if you have a fairly large 
number of apps, she adds, and notice 
employees are bringing in their own 
devices for interacting with personal 
and corporate data, "there is the para- 
noia that should probably kick in at that 
point to figure out some way to lock 
down the personal and business data." 

MEASURES OF CONTROL 

Though some companies have yet 
to adopt an MDM or MAM solution, 
it's likely companies will seek solutions 
with application control functionality as 
app reliance among employees grows. 
IDC predicts global revenue from MEM 
(mobile enterprise management) soft- 
ware, which includes MDM and MAM 
components, will grow from $444.6 
million in 2011 to $1.8 billion by 2016. 

Battista sees "application manage- 
ment as an increasingly emphasized 
part of MDM." Regardless of terms and 
acronyms used, he says, "I'm seeing 
vendors racing to offer functionality that 
goes beyond basic MDM." Many MDM 
vendors, he says, promote their corpo- 
rate app stores and app management as 
a differentiating feature." 

Weldon's recent research breaks 
down vendors offering MAM abilities 
into functional categories, including: 

• Vendors that offer MAM solutions 
but also operate an app store 

• Vendors that focus on mobile appli- 
cation development but also offer 
MAM or app store integration 



• Vendors that lead with mobile se- 
curity and use app wrapping to ad- 
dress MAM 

• MDM vendors that incorporate 
MAM capabilities 

For SMBs, she says, MDM vendors 
that incorporate MAM abilities are 
probably the best fit currently. For com- 
panies already investing in MDM solu- 
tions, Weldon adds, "you can probably 
go to the next step with them." 

EARLY DAYS 

As MAM is still in its early stages, 
Kane says, most companies have yet to 
adopt a solution. As companies build 
more mobile apps in their environ- 
ments, though, there will be a greater 
need for app management and app 
distribution/delivery solutions. Ap- 
proaches now available include vendors 
that use an SDK to allow developers to 
leverage their management tools. To 
date, this approach has probably been 



offered most, Kane says, because the so- 
lution is often tied to MDM or other mo- 
bile solutions, although it does "require 
different versions of each application 
you want, and if multiple management 
firms are offering an SDK, it gets tricky." 

In addition to application wrapping, 
"which is basically putting a policy/ se- 
curity wrapper around a given applica- 
tion," Kane says, a third vendor type is 
offering "virtual workspace containers" 
that essentially let companies install all 
corporate apps in a separate container 
on the device so that work and personal 
apps don't interact. 

Ultimately, Battista foresees vendors 
offering device, app, and document 
management functions "under the same 
umbrella, either as bundles or allow- 
ing businesses to pick and choose a 
la carte. I'm not sure which acronym 
will win out for describing that set 
of features, but many vendors will 
attempt to be a one-stop shop for all 
of them." 
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Smartphone Tips 



Advice For Working With Data & More 



WINDOWS PHONE 



about 



phone information 

Name: HTC 7 Mozart T8698 
Model: HTC 7 Mozart T8698 
Software: Windows ® Phone 7 
Total Storage: 7.20 GB 
Available Storage: 3.62 GB 



inline content 



Privacy Statement 



) 2010 Microsoft Corporation 



reset your phone 



It's very important to understand 
the difference between a hard and 
soft reset. 



SOFT RESET & HARD RESET 

> Prior to Windows Phone 7, performing a soft reset was a common troubleshooting 
tactic employed on Windows phones. Today, you should rarely find your device in 
need of a soft reset, but if you do, it is an easy task. A soft reset is a non-destructive op- 
eration that closes all running apps, cuts off any network connections, and re-establishes 
wireless communication (cellular, Wi-Fi, Bluetooth, etc.). Soft resets are considered 
safe to perform because they leave all of your settings, files, applications, and any data 
stored in memory untouched. Typically, you'll want to try a soft reset if your phone has 
become unresponsive, slows down, or is otherwise acting strangely. 

To perform a soft reset, simply press and hold the power button until the phone shuts 
off. Then press and hold the power button again to turn it back on. Note, pressing and 
holding the Power button on a Windows Phone 7 device connected to a charger or PC 
will simply reboot it. If the problem is not resolved, you can also perform a soft reset by 
removing the battery, reinstalling it, and powering the phone back on. 

There are only two instances when a hard reset should be used: when you're trying 
to recover your phone from a catastrophic failure that has rendered your device more 
or less unusable; or when you plan to sell, donate, recycle, or otherwise get rid of it. The 
hard reset restores factory settings. To perform a hard reset, just swipe left from Start, tap 
Settings, scroll down and tap About from the System submenu, scroll to the bottom of the 
About screen, and press Reset Your Phone. 
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ANDROID 



No USB drive handy? 
Use your Android phone. 



USE YOUR PHONE AS A USB 
STORAGE DEVICE 

Android phones have a built-in 
capability to serve as storage de- 
vices. You can drag files between 
your PC and your phone, which 
makes loading up your phone with 
music, photos, and other documents 
an easy process. But before you can 
start transferring files, you need to 
turn on the USB storage mode on 
your Android phone. The process 
can vary slightly, but these instruc- 
tions should be general enough to 
work for most models. 

Connect your smartphone to your 
PC with a USB cable or adapter. 
Power up your phone and slide the 
notification drawer down. Tap "USB 
connected: Select to copy files." 
Select "Turn On USB Storage" and 
then tap "OK." 

If an AutoPlay dialog box opens 
on your PC, click the option to 
open the folder or device. If the 
AutoPlay dialog box doesn't open 
on your PC, select Start, Computer, 
and locate your smartphone in the 
list of devices attached to your PC. 
Double-click the smartphone device 
to access the phone's list of storage 
locations. Drag and drop the desired 
files between your PC and your 
phone. When you're finished, press 
Stop on the phone to turn off USB 
storage mode. 



CLEAR DATA, CACHE & MORE 

> Android-based devices give you a few app-specific controls that are only acces- 
sible from the Settings menu, not from within the app itself. To access these mostly 
memory-centric functions, press the Home key; press the Menu key; tap Settings, 
Applications, and Manage Applications. From here, tap the All tab to display a list 
of all the apps installed on your device. The Application Info screen appears when 
you tap one of the apps from the list; it displays the app name and version, storage 
data, as well as additional details about the permissions the app has to access var- 
ious aspects of your phone. Not all apps will let you perform the functions listed 
below, but the ones that do can occasionally benefit from the stated operation. 

> Force Stop closes an application and associated background services. 
Uninstall simply uninstalls the app and its associated data and settings. 

>* Clear Data deletes an application's settings and other data. 

> Move To SD Card moves the app from internal phone memory to an external 
SD card. 

> Move To Phone removes an app already installed on an external SD card and 
installs it directly to the internal phone memory. 

> Clear Cache deletes any data that the app creates in a temporary portion of in- 
ternal memory. 

> Clear Defaults clears the settings of 
any app that you have configured to use 
certain file types. 

> Share lets you send an email or text 
message with a link to the particular 
app's Google Play page. 

CREATE FOLDERS 

> Android devices let you create folders 
on your Home screen. To create a folder, 
just press and hold your finger on a bare 
space on your Home screen, tap Folders 
and then select the type of folder you 
want, such as New Folder, All Contacts, 
and Favorites. If you select New Folder, 
the folder will appear approximately 
where you initially touched the screen, 
named simply "Folder." Now you can 
consolidate apps into the folders by drag- 
ging and dropping them into the new 
folder icon. To rename a folder you have 

already placed, tap the folder icon once to display the contents, and then press 
and hold your finger over the folder's name field. After a moment, you should 
be prompted to type a new folder name. Type a description of your choice in the 
folder and then tap OK to finish. 




Creating and renaming folders on an 
Android smartphone is easy to do. 
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BLACKBERRY 



SUPPORTED 
DOCUMENT TYPES 

>Your BlackBerry's built-in 
Attachment Viewer lets you open 
various documents as if they were 
native on your BlackBerry. Keep 
this list of file types in mind so you 
can confidently forward attach- 
ments to your BlackBerry for future 
reference. Because these are not 
all native file types, you won't be 
able to edit them. Your BlackBerry 
can view Adobe PDF (.PDF), Corel 
Word Perfect (.WPD), HTML 
(.HTML or .HTM), Microsoft Word 
(.DOC, .DOCX, .DOT), Microsoft 
Excel (.XLS, .XLSX), Microsoft 
PowerPoint (.PPT), Plain Text 
(.TXT), vCard Contact (.VCF), and 
ZIP Archives (.ZIP). 

CONFIGURE FOLDERS 
FOR SYNCING 

> To take control over which 
folders and items get synced to your 
BlackBerry, you need to first make 
sure your BlackBerry is set to sync 
at least one email account. Then, 
launch the Messages app, press 
the Menu key, select Options, se- 
lect Email Settings, press the Menu 
key again, and then select Folder 
Redirection. Expand the folders 
if necessary, and then select the 
folders you want to redirect. When 
you're finished, press the Menu key 
and then select Save. 



You can control which 
BlackBerry folders sync. 
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BLACKBERRY SEARCH SHORTCUTS 

>- Your BlackBerry has dozens of shortcuts to make things easy when you're out 

and about. Here's a selection of our favorite shortcuts that are designed to help 

you quickly search for and find what you need on your BlackBerry: 

>■ In your Contacts list, begin typing the name of a contact or type the contact's 

initials separated by a space to quickly jump to the desired contact. 

>■ From within a text message, press the S key to perform a text search. 

>* To perform a text search within a file or attachment or on a Web page, press 

the F key. 

>* To search for text in a Presentation, make sure you're viewing it in text view 
or text and slide view, and then press the F key. 

PASSWORD KEEPER 

>■ It seems like every website you use 
these days requires a username and 
password to log on, and it isn't safe 
to use the same username-password 
combination for all of them. Also, 
some sites even require you to regu- 
larly change your passwords. To help 
you keep track of them all, BlackBerry 
offers the Password Keeper utility, an 
application that lets you record and 
manage all of your usernames and 
passwords in one place. 

To launch Password Keeper, select 
the Applications folder from the main 
menu and then select the Password 
Keeper icon. The first time you launch 
the utility, you will be prompted to 
choose and confirm a new master 
password. Enter your password and 
select OK. Remember this one, as it 
will be the password you use to ac- 
cess all the rest. To add a new entry, press the Menu key, click New, type the 
relevant information (username, password, website), click the trackpad /track- 
ball, and then click Save. 

Password Keeper can also generate random passwords of any given length 
with letters, numbers, and symbols. To do this, click the Menu button from 
within Password Keeper, select New, press the Menu button again, and select 
Random Password. Use the Options menu option to adjust the parameters of 
the random password. 

Now that remembering passwords is no longer a problem (just don't forget 
your Password Keeper password), you can fortify all those weak passwords 
you've been using and reusing. 
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Password Keeper for your BlackBerry keeps 
track of all your usernames and passwords. 
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iOS 



CLEAR OUT OLD 
WEBSITE DATA 

> Just as your desktop computer's 
cache accumulates data over time 
that you don't necessarily need to 
keep, your iPhone's Safari browser 
hangs on to data from certain web- 
sites. To delete this data from your 
device, access Settings, tap Safari, 
scroll down to the bottom of the 
screen, tap Advanced, tap Website 
Data, press the red Remove All 
Website Data button, and con- 
firm you want to take this step by 
pressing the Remove Now button. 
You can view basic information 
about the data, including the source 
URL and the amount of space the 
data is taking up on your iPhone, 
before deleting it. 

SAVE MORE EMAIL 
MESSAGES 

>By default, the iOS Mail app 
only keeps a limited number of in- 
coming email messages on the de- 
vice for Exchange users. To increase 
this number, start by accessing 
Settings and tapping Mail, Contacts, 
Calendars. Under Mail, tap Show. 
Select whether you would like the 
phone to keep 50, 100, 200, 500, or 
1,000 recent messages; this is the 
number of messages that will be kept 
before iOS automatically deletes 
them. This only affects messages on 
the phone, not in Exchange. 



It's easy to manage 
data accumulation. 





Website Data 


> 




Web Inspector 


( ) off) 



To use the Web Inspector, connect to 
Safari on your computer using a cable and 

access your iPhone from the Develop 
menu. You can enable the Develop menu 
in Safari's Advanced Preferences on your 
computer. 



Deleting the website data that 
the Safari mobile browser 
accumulates can free up some 
space. 



FORCE QUIT AN APPLICATION 

There are a couple of different reasons you might want to restore your 
iPhone to its original settings, whether to resolve a stability problem or 
simply prepare it prior to selling or donating it. Note that performing a re- 
store will completely wipe the device of songs, videos, contacts, photos, cal- 
endar information, and any other data and files you've added; your restored 
iPhone will be factory fresh. 

Start by making sure your computer is running the latest version of 
iTunes. Apple's iTunes software automatically checks for version updates 
when you start it, but if you want to check manually, click Help from the 
top of the iTunes interface and then select Check For Updates. The software 
will display a pop-up informing you either that you currently have the latest 
version or that a new version is available. Click the Download iTunes button 
and follow the onscreen prompts to complete the operation. 

Next, connect your iPhone to your Mac or PC, and then select it in iTunes. 
If your iPhone is frozen and iTunes fails to recognize the device at this point, 
press and hold the Home and power buttons simultaneously for roughly 10 
seconds, then release the power button while still holding the Home button; 
this puts your iPhone in DFU (Device Firmware Upgrade) mode and iTunes 
should detect your iPhone. Next, select the Summary tab (in DFU mode 
Summary tab may be the only available tab), click Restore, and then follow 
the onscreen prompts. 

You may be prompted to back up your settings; it's a good idea to do this 
prior to initiating the restore. Once the restore is complete, iTunes will give 
you two options — Set Up As A New iPhone or Restore From The Backup 
Of — followed by a list of dated backups in a drop-down menu. Click the 
radio button adjacent to the option you want (and select the dated restore if 
you chose the Restore From The Backup option) and click Continue. 
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Mobile Devices & HDMI 

Connect & Share What's On Your Display 



Being mobile doesn't mean you 
have to give up your large-screen 
HD television. You can connect your 
laptop, tablet, or smartphone to an 
available HDTV at a hotel, resort, 
or other venue. What makes con- 
necting a mobile device to an HDTV 
so appealing is its simplicity. Most 
popular mobile devices have an 
HDMI-compatible output. All you 
need is an HDMI cable or adapter 
and an HDTV or projector. 

WHAT IS HDMI? 

HDMI (High-Definition Multi- 
media Interface) technology lets you 
send high-resolution video and mul- 
tichannel audio from one device to 
another over a single cable. HDMI is 
strictly digital and doesn't use any 
compression, so the result is high- 
quality image and sound. 

HDMI is often seen as the con- 
nection of choice for hooking up an 



HD cable box, DVD/Blu-ray Disc 
player, or home theater receiver to an 
HDTV, but it has grown far beyond 
that. HDMI allows the convergence 
of PCs, mobile devices, and HDTVs 
by standardizing a single high-quality 
interface for all of the individual com- 
ponents. 

HDMI started as a replacement for 
bulky video and audio connection 
systems that were a carryover from 
earlier TV standards or from com- 
puters and displays. It wasn't unusual 
to connect an HDTV to other devices 
using Component Video (a three- 
cable analog connection), along with 
a 6-cable (5.1 audio) or 8-cable (7.1 
audio) connection for audio. That's 
a lot of cables, and that's just for one 
connection. If you were using mul- 
tiple sources, you would need mul- 
tiple connections. 

HDMI wasn't the first digital solu- 
tion; DVI (Digital Visual Interface) 



preceded it. DVI allowed high-reso- 
lution analog and digital video to be 
delivered to a monitor or TV using a 
single cable. That got the video down 
to a single cable, but it was a bulky 
one, because it contained as many as 
29 individual wires. And there was 
still the issue of all those audio cables. 
HDMI solved the problem by pro- 
viding high-resolution, high-band- 
width audio and video in a single, 
small, pliable cable. Some HDMI ca- 
bles are less than 2mm thick. They're 
not only easy to use, but they're easy 
to pack when you travel. 

HDMI can work with DVI, so you 
can connect any DVI device, such as 
an older laptop, to an HDMI device 
with a simple cable adapter. 

HDMI & MOBILE DEVICES 

Regardless of the type of device, 
if it has the ability to connect to an 
external display or HDTV, chances 
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HDIV1I Product Finder 




are HDMI is in- 
volved. In many 
cases the manu- 
facturers of 
mobile devices 
will include 
HDMI cables or 
adapters in the 
packaging with 
their devices. If 
not, then you 
can find cables 
and adapter at 
local stores and 
online. 

Laptops. Connecting a laptop to 
an external monitor or HDTV is a 
piece of cake with the correct cable 
or adapter. Most laptop manufac- 
turers are physically large enough 
that the manufacture will include on 
the case either an HDMI connector 
or one of the common alternate dis- 
play connectors that are compatible 
with HDMI, usually DVI-D or Mini 
DisplayPort. Both connection op- 
tions require an adapter or a cable 
with the appropriate connectors 
at each end. There is no conver- 
sion process required, because the 
signals generated by the laptop on 
these connectors are already HDMI- 
compatible; there is just a different 
type of connector. 

Tablets. Tablet manufacturers 
know that while tablets are a handy 
form factor, they're a poor choice 
for sharing a display with others. 
That's why many tablets have the 
ability to mirror what you see on 
the display onto an external monitor 
or HDTV. Tablets may have a dedi- 
cated HDMI connector or a Micro 
HDMI connector. Some tablets, such 
as Apple's iPad, have a connection 
system that is compatible with an ex- 
ternal HDMI device, but it requires 
an adapter to make the connection. 

Smartphones. HDMI is available 
on smartphones as well, usually in 
the form of Mini or Micro HDMI con- 
nectors. Apple's iPhones, and smart- 
phones that use the Android OS from 
Google, all include support for video 



| With detailed information on Fully-Compliant HDMI products, the HDMI® Product Finder enables users to 
compare product features and regional availability to make purchasing decisions with confidence. 

Simply start searching with simple keywords, such as 3D. DeepColor™ or HDMI Ethernet. Resellers, 
installers and other distribution partners can search for suppliers within a specific geographic region. 



Enter keywords, separating terms with a comma jfor example: HDTV, 3D, Mioro-connector}. 
Select Sales Channel. 

O Business-to-Business O Bus in ess -to-Con sumer @ AJ1 

Select a Produces Country of Origin. 

| Include All Countries | 



o sort the searchresult. click any of the column headers. Click once to sort ascending and click again to sort descending. 



The HDMI (High Defini- 
tion Multimedia Interface) 
Founders provide an 
HDMI Product Finder tool 
on their website 
( www.hdmi.org ). 



out. This capability is available on 
other smartphones, as well, including 
some BlackBerry models. 

Some recent smartphones have an 
MHL (Mobile High-Definition Link) 
connector that looks like a micro 
USB port. MHL connectors are dif- 
ferent from HDMI, but in one impor- 
tant aspect, they're similar: They just 
need a cable or adapter to make the 
connection to an HDMI port. Some 
adapters make the necessary connec- 
tion and also provide power to keep 
your smartphone charged. 

THE BIG PICTURE 

Now that you have your mobile 
device connected to a big screen or 
projector, you may be curious as to 
what you can do or expect. 

Smartphones generally let you 
mirror the phone's display on an 
external monitor or HDTV, but they 
rarely deliver HD-level content. 
Many smartphones can output at 
480p, roughly equivalent to EDTV 
(enhanced-definition television); 
some can go as high as 720p. In some 
cases, output resolution is depen- 
dent on the content you're viewing 
on the smartphone. You may be able 
to watch a movie or play a game 
at 720p, but when you mirror the 
smartphone's screen, you may see a 
much smaller image on the external 
display. It depends on the smart- 
phone and the app you're using 
when you're displaying to an ex- 
ternal device. 



As smartphones become more 
powerful and the demand for 
working with external devices 
grows, most smartphones will be 
able to generate true 1080p HDTV 
output. In the meantime, you may 
be pleasantly surprised at how well 
your smartphone display can look 
on an external device, at least when 
using some smartphone apps. 

Many tablets and laptops, on the 
other hand, can drive an external 
HDTV at 1080p, giving you the full 
depth and realism you expect from 
an HDTV. Even 720p looks great 
on the big screen, and it is quite a 
step up from the small display on a 
tablet or laptop. Tablets and laptops 
also have a lot of storage, so you 
can load up your favorite movies, 
TV shows, and games. Laptops, 
tablets, and most smartphones also 
have the ability to stream content 
from YouTube, Netflix, and other 
sources. 

NOT JUST FOR 
ENTERTAINMENT 

For savvy business users who 
need to impress potential cus- 
tomers, a mobile device paired with 
an external projector or HDTV is a 
presenter's dream. Most business 
venues have an HDTV or projector 
system installed somewhere, and 
in most cases these devices accept 
HDMI inputs. If not, you can invest 
in a portable projector to ensure 
you're prepared for anything. 
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Shopping For A Tablet? 

Advice For Finding The Right Tablet For Home & Leisure 



There's a time for work, and there's 
a time for play. When it's time to play, 
few devices are as adept at letting 
you do so as a tablet. You're free to 
move about with a tablet thanks to 
wireless Internet capabilities. And tab- 
lets are designed to be user-friendly 
with touchscreens, intuitive interfaces, 
and apps that are easy to download 
and use. 

Buying a tablet for personal use 
isn't simply a matter of eyeballing 
spec sheets and hoping for the best, 
however. The key is selecting a tablet 
that provides what you want and 
need, whether that's a lightweight 
device to perform basic tasks and go 
anywhere, a device that supports all 
of the media files already in your dig- 
ital library, or one that provides ac- 
cess to all of those apps you've been 
wanting to try out. The following 
guide details notable tablet features 
and buying advice. 



BUY WHAT'S NEW 

Tablet manufacturers often make 
great leaps in functionality between 
one year's tablet and the next, and the 
same holds true with operating sys- 
tems. Don't buy last year's model if you 
expect the best all-around performance, 
or if you expect it to support new and 
upcoming apps that have been updated 
to work optimally with the newest de- 
vices. The amount of money you might 
save in buying a tablet that is being 
phased out to make room for a newer 
model may not be worth the frustration 
you could experience within a year of 
owning the device. 

DETERMINE WHAT YOU NEED 

Pinpointing exactly what you in- 
tend to do with a tablet, what apps 
you want to use, and so on, should 
help form a solid list of tablet options, 
says Rob Enderle, principal analyst for 



Enderle Group ( www.enderlegroup.com ). 
For those who frequently take long 
trips, Enderle says, a "good movie app, 
enough battery life for the flight, and 
enough storage for several movies" 
might be important. For users who are 
only interested in Web browsing in 
bed, a lightweight device with a strong 
Wi-Fi connection and a 10-inch dis- 
play will probably rate higher. If you 
want a tablet your children can read 
or watch movies on, Enderle says a ro- 
bust exterior and lower-priced device 
might be the best path. 

HARDWARE MATTERS 

Although some basic hardware are 
common across most tablets — Blue- 
tooth, Wi-Fi, built-in speakers, internal 
flash storage, multitouch screens, front- 
and rear-facing cameras, HD video re- 
cording, dual-core CPUs, audio jacks, 
etc. — there are some differences with- 
in these categories. Check the Wi-Fi 
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specs (the 802.11b standard is com- 
monly used, but the newer 802.1 lg 
and 802.1 In are better, and some Wi-Fi 
hardware is better than others thanks 
to antenna use), capacity (tablet stor- 
age options are typically 8GB, 16GB, 
32GB, or 64GB, but look for avail- 
able capacity as the OS takes up space, 
sometimes a considerable amount of 
it), and audio /video features (some 
tablets have enhanced audio, and not 
all tablets have the same quality and 
number of cameras). 

There are significant differences 
where expansion, ports, and connec- 
tivity are concerned. Some tablets, for 
example, use proprietary connections 
and cables. Some include a memory 
card slot you can use to easily add 
media or expand storage while others 
only offer a fixed storage amount. And 
ports can be scarce; one tablet may only 
support a USB port while another may 
add an HDMI-out port for streaming 
HD-quality video to an HDTV or other 



display. Additionally, while some tab- 
lets provide only Wi-Fi connectivity, 
others also offer 3G/4G cellular and 
data plan options. 

CONTENT CONSIDERATIONS 

Tablet buyers are generally inter- 
ested in using the device to access their 
music, movies, ebooks, photos, audio- 
books, and other content wherever 
they go. Although most tablets will 
easily handle this full range of media 
categories, tablets differ when it comes 
to specific file types. For example, most 
tablets will display standard JPEG 
photos and play MP3 audio files, but 
beyond basics such as those, tablets 
vary in their capability to play certain 
audio and video file types. 

It's also important to make sure 
that a tablet's hardware is capable of 
providing the media experience you 
desire. It's likely that you are already 
looking at tablets with faster CPUs and 
more memory for better all-around 



performance, but remember that these 
components also provide improved 
video playback relative to lower-priced 
options. Similarly, a battery's ability to 
hold a charge for long periods is par- 
ticularly vital for video and graphics- 
intensive apps and games. 

TRY BEFORE YOU BUY 
(ESPECIALLY THE DISPLAY) 

As with many purchases, choosing 
a tablet often comes down to person- 
al preferences. To determine yours, 
Enderle suggests trying several tab- 
lets "to determine what aspects of the 
product are important to you. Other- 
wise, you'll pay to learn on your first 
tablet and enjoy your second one bet- 
ter. You can get to that second experi- 
ence first with a little due diligence," he 
says. The display, for example, is one 
thing you might not think much about 
beyond whether it's HD, but handling 
a tablet will give you a feel for how it 
handles glare and smudges. 



A CHOICE OF PLATFORMS 



When it comes to tablet 
operating systems, there 
are currently three main 
choices: Android, Apple's 
iOS, and Microsoft's 
Windows. The choice of 
platform should be mea- 
sured with about the same 
weight as the choice of 
hardware. The OS deter- 
mines what built-in features 
(particularly software fea- 
tures) your tablet will pos- 
sess, what apps will come 
already installed on the 
device, and what apps you 
will be able to download 
and use on your tablet. 



Android. The most re- 
cent version of this OS is 
Android 4.2 (aka Jelly Bean). 
Jelly Bean comes with some 
essential productivity and 
social media apps installed, 
as well as Android Beam, 
which lets users share data 
by touching devices back-to- 
back as long as both devices 
support NFC (Near Field 
Communications) tech- 
nology. Apps for Android 
tablets are available via the 
Google Play store, which 
includes more than half 
a million titles. Be sure to 
find out what version of 
Android a tablet is run- 
ning and whether there are 
manufacturer limitations on 
the OS before buying such a 
particular model. 



iOS. Apple's iPad is the 
only tablet line that runs 
iOS. The current version, 
iOS 6, runs across all of 
Apple's mobile devices. 
Its numerous installed 
apps provide email, Web 
browsing, video chatting, 
photo storage, and map- 
ping features, among others. 
The OS also features the 
personal assistant app and 
service called Siri and sup- 
ports cloud backup of files 
and information. The Apple 
iTunes Store offers access to 
hundreds of thousands of 
apps — more than are avail- 
able for Android. As with 
apps from any app store, 
many iOS apps are available 
to download for free but 
may include ads. 



Windows. Microsoft 
designed Windows 8 with 
tablets in mind by including 
the Metro interface with 
touchscreen support and 
movable tiles representing 
apps and features. The are 
two different flavors of Win8 
for tablets: a standard ver- 
sion that uses Intel-based 
chip technology and permits 
backward compatibility 
with existing Windows pro- 
grams, and the RT edition, 
which is a limited version of 
Win8 that works with low- 
power ARM processors. For 
a tablet approximating the 
full feature set available on 
a desktop or notebook PC, 
including desktop software 
support, Windows is the 
go-to OS. 
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DIGITAL 

The Latest Premium Electronics 



SONY XPERIA TABLET Z 

> Light. Thin. Waterproof. Those are arguably the three main takeaways 
from Sony's new Xperia Tablet Z ( www.sonymobile.com ), a 10.1-inch tablet 
expected for spring U.S. release in 16GB ($499) and 32GB ($599) models. 
Already, the Android-fueled tablet is garnering positive buzz for its com- 
bination of quality construction, design, and size. The latter consists of a 
thickness of just 0.27 inches (hailed as the world's thinnest) and weight of 
1.09 pounds. The tablet's waterproof design, meanwhile, means users can 
immerse the tablet in up to three feet of water for a half hour. The device's 
1,920 x 1,200 HD glass screen, meanwhile, was developed by 
the same people responsible for Sony's BRA VIA TVs 
and benefits from Sony's Mobile BRA VIA 
Engine 2 technology, which aims to pro- 
vide better clarity and enrich images in 
real-time. Also on tap is the ability to 
use the Tablet Z as a universal re- 
mote for other devices, a social net- 
working/ television enhancement TV 
Sideview feature, and integrated 
NFC (Near Field Communication) 
support with One-touch ability 
for connecting with compat- 
ible devices. 
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LUXA2 ALUM LUXE 

IPHONE 5 ALUMINUM BUMPER 

>* Yes, the Luxa2 Alum Luxe iPhone 5 Aluminum Bumper ( www.luxa2.com ) 
is elegant, but it's also built to be tough. CNC machine-crafted using aircraft- 
grade aluminum, the bumper's interchangeable design features internal 
cushioning that prevents scratching and absorbs shocks to protect the iPhone 
it's wrapped around. The patent-pending design also makes inserting an 
iPhone particularly easy thanks to a unique locking mechanism located at the 
bumper's corner. Available for $49.99 in black, red, metallic blue, pink, and 
titanium colors, the Alum Luxe iPhone Aluminum Bumper tops off its stylish 
looks with a Swarovski crystal accent. Overall, the bumper's "impeccable 
craftsmanship and durable quality" isn't too surprising considering Luxa2 
itself is a division of Thermaltake, a company that's long created top-level 
components and accessories for use in high-end desktop PCs. 




DIAMOND MULTIMEDIA WR300N 802.1 1N 
WIRELESS REPEATER RANGE EXTENDER 

> How about this? A Wi-Fi problem common to office buildings is the 
presence of dead spots where the network's routers or access points don't 
provide adequate or consistent coverage. Diamond Multimedia's WR300N 
802.1 In Wireless Repeater Range Extender ($69.99; www.diamondmm.com ) 
aims to solve that problem by repeating an existing signal and sending it 
a longer distance at a stated rate of 300Mbps. Setup is easy: perform a one- 
time installation and plug the WR300N into a power outlet — there's no 
additional wiring required, and multiple WR300N units can be used on the 
same network. Diamond Multimedia claims the WR300N supports virtu- 
ally any 802.1 In wireless router or access point, and the device is backward 
compatible with 802.11b/g routers, as well. Additionally, the WR300N 
can function as a standalone wireless access point to, say, create a wireless 
hotspot in a hotel room. Further, an integrated Ethernet port allows you to 
connect a notebook, gaming console, or other device via Ethernet cable for 
a wired Internet connection. 
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Z0TAC ZB0X NAN0 AD10 PLUS 

> Diminutive? Maybe. Capable? Absolutely. The 
ZBOX nano AD10 Plus ($293.99; www.zotacusa.com ) 
can indeed fit into the palm of a hand, but that 
doesn't mean this mini-PC possesses pint-sized abili- 
ties. Billed as an energy-efficient computing solu- 
tion capable of tackling day-to-day computer tasks, 
the nano AD10 Plus includes an AMD E-350 APU 
processor and AMD Radeon HD 6310 graphics. The 
computer is capable of supporting high-definition 
video and also features 7.1 -channel digital audio. 
Measuring 2x5x5 (HxWxD), the nano AD10 Plus 
comes with a 320GB hard drive and 2GB memory. It 
includes USB 3.0 and 2.0; HDMI, DisplayPort, and 
eSATA ports; a 6-in-l memory card slot; and inte- 
grated Wi-Fi, Bluetooth, and GbE LAN connectivity. 
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Get PC Today On Your iPad 
Anytime, Anywhere 

It's Free, Easy & Convenient 



PC Today 
Is The Essential 
Monthly Guide To 
Business Technology 
For Executives & 
Company Owners 



With the FREE iPad app, you can read the latest issue of PC Today or catch up on back issues, 

all at no charge. The app includes an offline reading mode and both portrait and landscape viewing. 



Download the PC Today iPad app from the Apple Newsstand in iOS 5, the Apple App Store on your 
iPad, or www.itunes.com/appstore on your computer. 



□ Available on the 
App Store 





Quick Cloud Collaboration 

KEEPS PROJECTS IN SYNC 



AS THE NUMBER OF EMPLOYEES doing 

business outside the walls of the tra- 
ditional office environment increases, 
companies of all sizes are adopting new 
ways of getting work done. Namely, 
they're moving toward more flexible, 
efficient cloud-based services. Although 
the purposes of online SaaS (software 
as a service) options vary, users are tak- 
ing advantage of seamless conferencing, 
file sharing, idea generating, and so 
much more. Read on to find a service 
that suits your collaborative needs. 

>► TAKE DOCUMENTS 
OFFLINE 

It seems inevitable that wireless In- 
ternet availability determines when 
and where you edit online documents 
while you are on the road. But with the 
help of the right device-specific offline 
app, you don't have to postpone work 



until you are within range of a Wi-Fi 
hotspot. Some basic apps primarily let 
you read docs offline, whereas more 
feature-packed options let you edit and 
save changes to collaborative docu- 
ments, spreadsheets, and presentations. 
Microsoft, for instance, provides a solu- 
tion for offline workers through Office 
365 's SharePoint Online ( office365.micro 
soft.com ). Using the program's MySite 
tool, you can create copies of documents 
on your PC and work on them when 
you are offline. Then, when you connect 
to the cloud again, SharePoint automati- 
cally syncs your work. 

> DON'T FORGET 
YOUR WEBCAM 

Collaboration is accomplished on an 
international level these days, which 
means that face-to-face conversations 
with globetrotting team members are 



commonly conducted via LCD touch- 
screens. Whether you're working on a 
smartphone, tablet, laptop, or PC, using 
your webcam as a collaboration tool 
connects you to colleagues and clients 
more intimately than the routine confer- 
ence call. We suggest using a videocon- 
ferencing app or software that supports 
multiuser conversations. Some options 
let you incorporate shared whiteboards 
and simultaneous document editing. 

> CONSIDER USING 
FILE-SHARING TOOLS 

If you need to share documents that 
don't contain particularly sensitive data, 
you can do so using a file-sharing ser- 
vice. Most file-sharing services let you 
securely upload and store a limited num- 
ber of gigabytes (2 to 5GB is common) 
of data. Some services also give you the 
tools to organize your files. Sharing from 
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Sale Prices 

Contoso Hotel - Chicago agrees to purchase Fabrikam furniture according to the following prices: 



Furniture Price Quantity 


King-size Bed 




40 


Queen-size Bed 


57,500 


50 


3 -drawer Chest 


$2,000 


7 


Ottoman 


S450 


85 



Cost Of $< 

Contoso Hotel 
the following ui 



fig- 



Tomas Navarro 



rikam for f umiture purchased within 60 days of placing an order based on 
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With a cloud service such as Microsoft Office 365, you can co-author Word documents, Ex- 
cel sheets, and other files with colleagues. Unlike traditional Office products, you don't have 
to save a separate version for yourself or wait until another person closes the file. 
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If you're a Windows Phone user, you can easily access Office 365 apps from your device. 
Specifically, you're able to start a new OneNote page, create a new Office document, or edit 
files saved in SharePoint. 



your mobile device makes on-the-go 
collaboration convenient, so it's ben- 
eficial to check out file-sharing apps ap- 
propriate for your device. 

> CONSIDER ONLINE 
PRODUCTIVITY TOOLS 

A plethora of Web apps fall under the 
umbrella of ''productivity/' but in no 
way is that a bad thing because there is 
an app for practically every task, prior- 
ity, project, and goal. For instance, you 
can use project management tools to 
juggle deadlines, manage to-do lists, 
track workflows, and more. Adding to 
these capabilities, Microsoft Office 
365 gives team members shared ac- 
cess to master documents via user- 
created intranet sites, so they can edit in 
real-time and manage file access among 
customers and partners. 

> USE WHITEBOARDS 

When you can't meet in person, you 
and your virtual team can interact and 
brainstorm on full-featured online 
whiteboards. Browser-based white- 
boards typically let you invite meeting 
participants to create and sketch on the 
same board. A number of whiteboard 
apps also support real-time collabora- 
tion in which everyone in the session is 
an equal participant. This is a good tool 
for tablet users who want to share ideas 
on the go but need input from others. 

> ACCOMPLISH MORE WITH 
WEB APPS THAT COMBINE 
DIFFERENT CAPABILITIES 

Multitaskers take note: Not only can 
you collaborate with more team mem- 
bers in the cloud than ever before, but 
you can also complete more tasks with- 
in the same service. Want to walk your 
team through a live slideshow from 
a presentation sharing service? No 
problem. Need to create flow diagrams 
and share relevant images with your 
colleagues online? There's a service for 
that. And, if your team and a third-party 
developer are working on a website, 
for example, you can work together in 
a virtual space where anyone can add 
comments, crop images, and more. 



> MANAGE TIME & TASKS 

Organizing schedules and all the as- 
sociated meetings, deadlines, projects, 
and so forth can become a daunting 
task. Among the available cloud-based 
sites and mobile device apps, you 
can find apps and services that will 
help you manage your work life. Con- 
sider utilizing event-based plan- 
ners, group-oriented reminder apps, 
services for meeting coordination, and 
visual to-do lists to keep your busy life 
on track. 

> PRINT DOCUMENTS 

When you need to print content 
from your mobile device, you can use 
one of many available apps to print 



documents to supported printers any- 
where in the world. For example, if 
you are working on a presentation on 
your tablet while traveling and need 
to distribute copies to colleagues, you 
can print the presentation to a print- 
er in your main office. Some mobile 
printing apps let you search a direc- 
tory for nearby printers (such as those 
in hotels or airports) or locate a print- 
er via GPS, so if you need to print a 
boarding pass or other content from 
your device while traveling, you can 
do that, too. Some cloud-based print- 
ing apps and services also provide the 
option to print by sending an email 
attachment to a supported printer, or 
to print documents saved in an online 
storage service. 
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PowerPoint Tips For 

ADDING CHARTS & GRAPHS 



The scenario is familiar to traveling 
professionals: your PowerPoint presen- 
tation is all set when new and relevant 
information comes to light and must 
be added. If you're on the road or in 
the sky and find yourself having to 
add charts or graphs to a PowerPoint 
presentation, this article will help. We 
include tips designed for PowerPoint 
novices and adept PowerPoint users 
seeking specific chart-making advice. 

>► CREATE A BASIC 
CHART OR GRAPH 

To insert a colorful chart or graph il- 
lustration into your PowerPoint presen- 
tation, locate the Insert tab and select 
Chart. Next, look through the available 
chart types, select the design that best 
represents the information you want 
to share, and click OK. A Microsoft Ex- 
cel chart will open with placeholder 



text and figures you can replace with 
relevant data. When you finish entering 
information, click File and Close to open 
the finished chart in PowerPoint. 

> SAVE & MANAGE 
CHART TEMPLATES 

If you want to adjust the look of an 
existing chart, click the chart in the 
PowerPoint slide, and the Chart Tools 
contextual tab appears. Keep in mind 
Chart Tools will only appear when 
you select a chart. Open the Design 
tab and you can manipulate the over- 
all layout of a chart, adjust its style, 
and save it as a template for future 
presentations. To adjust the orienta- 
tion, size, or spacing of a chart's data 
and graphical elements, expand the 
Charts Layouts pane and choose one 
of the nine layout options. You can also 
change chart elements and background 



colors by selecting options from the 
Chart Styles section on the Design tab. 
When youVe fashioned a chart you'd 
like to reuse, click the Save As Tem- 
plate button on the Design tab. Name 
the chart and PowerPoint saves it with 
the .CRTX file extension, which indi- 
cates it is a chart template. 

> HIGHLIGHT IMPORTANT 
DATA IN A POWERPOINT CHART 

Whether you're presenting numerous 
charts or need to add emphasis to spe- 
cific data within a chart, sometimes it's 
beneficial to call out key points. Locate 
the Drawing pane in the Home tab and 
expand the Shapes menu. Select one that 
is appropriate for emphasizing informa- 
tion in your chart, and then click any- 
where in the chart to place the shape. To 
customize the shape, select it and click 
the Shape Fill, Shape Outline, Shape 
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Microsoft PowerPoint's Design tab in the Chart Tools contextual tab lets you modify the 
layout of your chart and adjust its style. These settings help you create one-of-a-kind charts 
and graphs that illuminate important statistics or values. 
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You can outline a graphical element, change its color, and add unique effects to a chart or graph 
all within PowerPoint. In addition, applying WordArt Styles will change the fill color, shade, and 
outline of selected text. 



Effects, and Quick Styles options in the 
Drawing pane. 

> INSERT A CHART 
THAT'S LINKED TO EXCEL 

If you're used to working in Excel and 
prefer to construct the skeleton of your 
chart first, you can compile data in Excel 
and then create a chart in Excel to use in 
PowerPoint. Start by entering values 
in an Excel workbook. Highlight all nec- 
essary data cells, click Insert, and apply 
a preferred chart style in the Charts 
pane. Next, select the newly created 
chart and click Copy in the Home tab. 
Open a current or new PowerPoint slide 
and find the Clipboard pane. Click the 
Paste drop-down arrow and choose 
Keep Source Formatting & Link Data 
(to maintain the appearance of the Excel 
file) or Use Destination Theme & Link 
Data (to match the chart appearance 
with the presentation). 

>- EDIT & ADD LABELS 

A chart that includes a lot of numbers 
or a detailed legend may require some 
editing, especially because you want it 
to look polished for presentation pur- 
poses. These fine-tuning tools are lo- 
cated in the Labels pane of the Layout 
tab on the Chart Tools contextual tab. If 
you notice that your chart is missing a 
title, you can add one by clicking Chart 
Title and selecting Centered Overlay 
Title or Above Chart — this displays 
a title at the top of the chart. You can 
browse the remaining label options to 
add axis titles, insert legend variations, 
and manipulate data. 

>- ADJUST STYLE & TEXT 

To put the finishing touches of color and 
contrast on a chart, start by clicking the 
Format tab in the Chart Tools contex- 
tual tab. You can enhance backgrounds, 
category shapes, and 3D chart elements 
when you use options on the Shape 
Styles pane for each feature. Options 
on the WordArt Styles pane let you 
apply fill colors, outlines, and effects to 
chart text. To view every part of your 
chart (such as depth, floor, horizontal 
axis, side wall, and so on), click the 



drop-down arrow at the top of the Cur- 
rent Selection pane. 

> MODIFY DATA 

IN AN EXISTING CHART 

Regardless of whether you created 
your initial chart in Excel or Power- 
Point, you should be able to modify 
data without much hassle. In Power- 
Point, click the chart you intend to 
change and select the Design tab in the 
Chart Tools contextual tab. Next, click 
Edit Data in the Data pane. Excel opens 
the data sheet in a new window and 
from here you can click and edit indi- 
vidual cells. Simply closing the Excel file 
will refresh and save the new content. 



> ADD ANIMATION 

If you want to emphasize a particular 
data group, you can add animations to 
a graph or chart. Under the Animations 
tab, the Animation pane has approxi- 
mately 30 default animations you 
can apply to a chart. Explore extra 
effects by clicking More Entrance 
Effects, More Emphasis Effects, or 
More Exit Effects at the bottom of 
the Animation menu. To stagger the 
animation of individual objects, click 
Effect Options and select one of the 
following functions: As One Object, 
By Series, By Category, Be Element In 
Series, or By Element In Category. 
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Mobile Data Best Practices 

SYNC & BACKUP OPTIONS 
FOR YOUR TRAVELS 



The theft or loss of a laptop, tablet, 
smartphone, or other mobile device 
ranks among the worst productivity ca- 
tastrophes that can befall a traveling 
professional. For all intents and pur- 
poses, our devices are our offices when 
we travel, and losing them disrupts our 
ability to work and communicate. There 
is an obvious financial hit associated 
with the loss of hardware, but there is 
a potentially greater hit that occurs in 
the loss of corporate data. It's impor- 
tant, then, to know where your data 
is at all times, so in the event that you 
no longer have access to your devices, 
you'll know what is lost and what is ac- 
cessible elsewhere. And, if you follow a 
few mobile best practices, you'll never 



have to worry about losing much data at 
all — if any. 

> KNOW WHAT GETS BACKED 
UP AUTOMATICALLY 

Depending on your smartphone's or tab- 
let's operating system, there is a certain 
amount of device data that automatically 
gets backed up on a regular basis. If you 
use a USB cable to directly sync your 
iPhone or iPad with your computer, for 
example, the sync process backs up all 
of the OS and app data stored on that 
device; there is an option to encrypt and 
password-protect the backed-up data, 
too. If you use the iCloud service with 
your iOS device, specific sets of data 
will automatically get backed up in the 



background as long as your device has 
a Wi-Fi Internet connection, is plugged 
in to a power source, and has a locked 
screen; backed-up data can include 
camera roll images, documents, audio, 
and settings, depending on the options 
you choose. 

Android users can manage incre- 
mental backups for apps and device 
settings by signing into the associated 
Google Account from the smartphone 
or tablet. The Android Auto Sync feature 
routinely syncs in the background; how 
and what it syncs partly depends on the 
options you choose, but by default the 
feature backs up OS data, contact infor- 
mation, documents, and select app data 
(such as Facebook and Twitter). 
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If you have a device running one of 
the latest versions of Windows Phone, 
you can sync documents stored on your 
device with Microsoft's SkyDrive cloud 
storage solution; you can also retrieve 
documents from SkyDrive that were 
uploaded from a different source. To 
sync all of the photos, audio files, and 
videos stored on your Windows Phone 
device, you must install Microsoft's 
Zune software on your computer and 
connect the mobile device to the com- 
puter via USB. 

> DON'T FORGET 
YOUR APP DATA 

"App data" encompasses a broad range 
of digital information, but in our con- 
text it means third-party apps and the 
content you create using those apps. 
Consider, for instance, note-taking ser- 
vices that exist as both cloud services 
(where all of the information associ- 
ated with those services is stored in the 
cloud) and applications (where your 
app-related information is stored lo- 
cally). As you take notes with the app, 
the app stores your notes locally and in 
the cloud simultaneously and in real- 
time. Such an app-service combination 
is different from a note-taking app that 
does not have an associated cloud ser- 
vice; with this type of app, everything 
you add is stored only in the device and 
is therefore vulnerable to loss. Make 
sure you know how your apps work so 
you don't get caught unawares. 



Also keep in mind that some apps 
are more flexible than others. Apple's 
Notes app in iOS, for example, can 
keep your notes on the device only or 
on both the device and in the cloud, 
depending on how you set it up. 

> BE CAREFUL 
WHEN TRAVELING 

If you travel frequently, you probably 
have quite a few travel-related routines. 
When it comes to keeping all of your 
data intact, though, it's important to re- 
member that travel disrupts the rou- 
tines you've established at the office. 
For example, if you regularly sync your 
tablet and smartphone with your com- 
puter but typically leave the computer 
behind when traveling, the backup 
that otherwise occurs with every phys- 
ical sync won't take place during your 
travels. If you keep that sort of thing 
in mind while traveling, you will re- 
main aware of what data resides in 
the "danger zone" (i.e., stored on your 
device, but not backed up anywhere 
else) in the event your device gets lost 
or stolen. 

> USE CLOUD SERVICES, 
AT LEAST TEMPORARILY 

If you're reluctant to sync key data 
to a cloud backup or storage service 
on a regular basis, consider using an 
alternative cloud solution — at least 
temporarily — to meet specific require- 
ments while traveling. For example, 
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you could set up an account with a 
major online storage provider to use 
with only a handful of files that are 
necessary for a specific trip. Providers 
offering this type of service typically 
also offer a mobile app that makes the 
service more useful on your mobile 
device. And some major storage ser- 
vices also sync with productivity apps 
you might already have installed on 
your devices. 

Another stop-gap alternative is 
to use a Web-based email service to 
email documents to and from a cor- 
porate account. Doing this ensures 
that a copy of the document is main- 
tained on the corporate network even 
after you delete the associated email 
from the Web email account. 

> PHYSICAL BACKUP 

Finally, you can't sync a certain 
amount of valuable device data to 
the cloud (or to your main computer 
via the cloud), so be sure to back up 
that data as often as possible to a 
second device (such as a laptop) or 
storage solution (such as a microSD 
card or portable hard drive). 
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Rootkit Attacks 

WHAT TO DO TO FIGHT BACK 



Even seeing the word "rootkit" can 
send shivers up the spine of someone 
who has suffered through the incon- 
venience and damage a rootkit can 
exact. As Dan Olds of Gabriel Consult- 
ing ( gabrielconsultinggroup.com ) says, 
"rootkits are some of the most insid- 
ious and dangerous pieces of malware 
out there today." That's due to the fact 
that rootkits are both extremely diffi- 
cult to detect and get rid of completely. 
Therefore, the more you know about 
rootkits, the better. 

> WHAT IS A ROOTKIT? 

A rootkit is software that infects and 
gains privileged access to a com- 
puter. "This means it can perform 
administrator-level type tasks," 
says Michela Menting, ABI Research 
( www.abiresearch.com ) senior ana- 
lyst. "The primary feature is that it 



can hide itself in the system and re- 
main undetected." 

One way to think of how a rootkit 
wreaks havoc, says Jim O'Gorman, 
an instructor of offensive security 
measures, is to envision that you 
are driving a car but someone else 
is intercepting all your movements 
and deciding if he should pass them 
on to the car or not. "In some cases, 
he might decide to just insert some 
of his own commands, as well," 
O'Gorman says. 

Although rootkits are similar to vi- 
ruses or Trojans, says Chris Hadnagy, 
a security training professional, 
viruses and Trojans usually delete 
data, stop services, or cause harm 
while a rootkit provides an attacker 
system access to get at data. Not all 
rootkits are malicious (a company 
might install one to remotely access 



and control employee computers, for 
example), however, Menting says 
they are "extremely popular with ma- 
licious hackers and cyber criminals, 
which is why they have such a nega- 
tive connotation." 

> THE DAMAGE DONE 

Essentially, rootkits give an attacker 
free reign to perform any task de- 
sired, include installing software; 
deleting files; modifying programs; 
transmitting data; and using spy- 
ware to steal credit card numbers, 
passwords, keystrokes, etc. A root- 
kit's ability to modify existing pro- 
grams and processes, says Menting, 
enables it to avoid detection by se- 
curity software that would normally 
catch such software. 

"There really aren't any limits to 
how much damage it can do to a PC," 
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Olds says. "It can delete data files and 
then rewrite gibberish on the hard 
drive to ensure that the data can't be 
recovered, or it can quietly work in the 
background and log user keystrokes, 
eventually capturing workplace, ecom- 
merce, or banking usernames and pass- 
words." Ultimately, a rootkit can route 
that data to a hacker "to plunder ac- 
counts or gain access to a corporate net- 
work," Olds says. 

Beyond software-based rootkits 
there are hardware-based rootkits, says 
Hadnagy. "These, like software root- 
kits, give the attacker full admin access 
to a machine, compromising everything 
on it and even at times the network 
it's connected to," he says. For users, 
O'Gorman says a rootkit "destroys 



all trust with the computer. You can't 
know what is private, what is not. All 
integrity is gone." 

>H0W YOU'LL KNOW 

There are several ways a rootkit can 
find its way into a computer. A down- 
loaded program file a user believes to 
be legitimate, for example, may have 
a rootkit embedded within it. Menting 
says rootkits generally enter a system 
through existing vulnerabilities and are 
loaded by malware, which can infect 
computers via downloads, email at- 
tachments disguised as genuine com- 
munication or documents, websites 
with unpatched vulnerabilities, USB 
thumb drives, or mobile devices. 

To the average user, abnormal com- 
puter behavior is the best indicator a 
rootkit might be present; warning 
signs include files spontaneously dis- 
appearing or appearing, a sluggish 
Internet connection, and slow-loading 
programs. Such behavior can indicate 



other programs are running in the 
background. Menting advises checking 
the Task Manager to detect which ap- 
plications or processes are running and 
using significant memory. "For the 
non-tech user, it may be difficult to un- 
derstand," she says. "But users should 
familiarize themselves with how their 
Task Manager looks when it's running 
on a clean system so that when it actu- 
ally is infected, the user can spot some 
differences when looking at the tasks." 

That said, detecting a rootkit is still 
generally difficult. This is due to how 
adept they are at installing themselves 
and hiding their presence in a way that 
is "virtually undetectable by your sys- 
tem software," Olds says. "In this case, 
the only way to find the rootkit is to 



boot the system using a CD /DVD or 
thumb drive that has special diagnostic 
routines designed to find and remove 
rootkits." Hadnagy says if a system's 
OS is compromised, it can't be "trusted 
to find flaws in itself." In this event, it 
may be necessary to boot a self-con- 
tained OS running from a CD /DVD 
or USB drive and run malware de- 
tection and removal software from a 
"clean" environment. 

> WHAT TO DO 

For typical users, arguably the worst 
news concerning rootkits is that getting 
rid of one can be beyond their scope. 
Olds says, in fact, most users should 
probably seek an expert's help if they 
suspect a rootkit infection. Though 
some security programs can detect and 
remove specific rootkits, Menting says, 
"there are so many variants that it can 
be impossible to detect and remove 
them all." Often, she says, getting rid of 
a rootkit "requires a radical solution." 



If a user suspects a rootkit, he 
should first disconnect the system 
from the Internet to cut off possible 
remote access and prevent data from 
leaking, Menting says. Next, remove 
data from the infected computer and 
scan it for malware on another de- 
vice. (Menting notes that if the data 
contains unknown (or zero-day) mal- 
ware, this step may not guarantee the 
malware is eradicated.) Finally, "the 
computer should be purged — wipe 
the hard drive and reinstall every- 
thing," she says. O'Gorman, in fact, 
says starting over is the only real solu- 
tion, because "really, you can't trust 
cleanup methods, as you are never 
really sure if they worked." 

> HOW TO 
PROTECT YOURSELF 

The first defense against rootkits (and 
malware in general) is keeping the 
OS and all software — especially secu- 
rity software — up-to-date and fully 
patched. Completely relying on anti- 
virus software is a mistake, however. 
As O'Gorman says, there's always 
a lag between the time a new threat 
pops up and the point at which anti- 
virus software can detect it. "The best 
way to avoid issues is to not engage in 
risky activities," he says. "Run trust- 
worthy, current software that's kept 
patched. Don't go to shady sites with 
out-of-date browsers and plug-ins. 
Don't run software that doesn't come 
from trustworthy sources." 

Unfortunately, "the likelihood of 
being hacked or unwittingly down- 
loading malware on a computer is 
extremely high," Menting says. "Es- 
pecially in the network-connected 
environment of a company — even if 
you take all precautions necessary — 
someone else may not have and you 
get a virus from them internally." She 
suggests using different passwords for 
all logins, encrypting sensitive and con- 
fidential data, constantly being on the 
lookout for odd system behavior, and 
securing mobile devices if connecting 
them to a company network or busi- 
ness computer. 



Rootkits give an attacker free reign to perform any task 
desired, include installing software; deleting files; modi- 
fying programs; transmitting data; and using spy ware to 

steal credit card numbers, passwords, keystrokes, etc. 
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